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OITPEJAEJIEHUA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONpEICIICHHUS.

ABTOMATH3MPOBAaHHAsI CHCTEMAa — CHCTEMa, COCTOsIIAas U3 MEepCoHaIa U
KOMIUJIEKCA CPEJICTB aBTOMATHU3AIMU €ro ACSTENIbHOCTH, pealiu3ylomas uHbopma-
IIUOHHYIO TEXHOJIOTUIO BBITIOJIHEHUS! YCTAHOBJICHHBIX (YHKITUH.

AyTeHTH(UKALUA OTIPABUTENS JAHHBIX — IOATBEPKIECHUE TOTO, YTO OT-
IIPaBUTENb MOJYYEHHBIX JaHHBIX COOTBETCTBYET 3asBJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX [JAHHBIX — COCTOSHHE 3alUIICHHOCTU
NEPCOHAIBHBIX  JIAaHHBIX, XapaKTEepU3yeMOe CHOCOOHOCTBIO  MOJIB30BaTENEH,
TEXHUYECKMX  CPEACTB M  HMH(OPMALMOHHBIX  TEXHOJOTMA  00eCreduTh
KOH()UIEHIMATBHOCTh, LEIOCTHOCTh U JOCTYMHOCTh NEPCOHANBHBIX JAaHHBIX NpU
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX.

buomerpuyeckne nepcoHaNbHbIE JaHHbIE — CBEJEHUSA, KOTOpbIE
XapaKTepU3yT (PU3NOIOIHYECKHEe OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBUTBH €r0 JIMYHOCTh, BKJIOYas (oTorpaduu, OTHEUaTKHU MAJBLEB,
o0pa3 ceTyaTKM TJla3a, OCOOEHHOCTHM CTPOCHHUS Tela M APYryl0 MOJ00HYIO
uHbOpMaITHIO.

biokupoBaHne NepcoOHAIBHBIX JAHHBIX — BPEMEHHOE IMpEKpalIeHue
00pabOTKM MEPCOHAIBHBIX JaHHBIX (32 MCKJIIOUCHHEM CiIydaeB, €ciii o0paboTka
HEoO0X0ouMa JIJIsl yTOUHEHUS IEPCOHANIBHBIX TaHHBIX).

Bupyc (kOMIbIOTEPHBbINA, IPOrPAMMHBIN) — HUCIOJHIEMBIN POrPAMMHBIN
KOJI WJIM MHTEPIPETUPYEMbI HA0Op MHCTPYKIIMH, 00Iaalomuii CBOMCTBAMHU HE-
CaHKLIMOHUPOBAHHOI'O PAaCIpOCTpaHEHUs] U camoBocrpous3BeneHus. Co31aHHbIE
TyONMUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/a COBMNAJAIOT C OPUTMHAIIOM, HO CO-
XPaHAT CIIOCOOHOCTh K JajbHEHUIIEMY pacHpOCTPAHEHHIO U CaMOBOCIIPOM3BE/Ie-

HHUIO.



BpenonocHasi nporpamMma — nporpaMmma, npeHa3HaueHHas JIJIsl OCYIIECTB-
JICHUS] HECAHKIIMOHUPOBAHHOTO JIOCTYIa M (MJIM) BO3JIEUCTBUS HA MEPCOHAIbHBIC
JTAaHHBIE WJTU peCypChl UHPOPMAITMOHHOM CUCTEMBI IEPCOHATIBHBIX TAaHHBIX.

BcnomorartesibHble TeXHHYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHE
CPEIICTBA M CHUCTEMBI, HE MTPEIHA3HAYCHHBIE [T Mepenad, 0OpabOTKU U XpaHEHUs
NEPCOHATBHBIX JaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEACT-
BaMH U CHUCTEMaMH, MPETHA3ZHAUYECHHBIMU ISl 00paOOTKU MEPCOHANBHBIX JaHHBIX
WIM B TMOMEIIECHHUAX, B KOTOPBHIX YCTAHOBJIEHBI MH(OPMALMOHHBIE CHCTEMBI IEPCO-
HaJIbHBIX JaHHbIX.

Jloctyn B oOnepanMoHHYK cpeay KommbiTepa (MHGOPMALMOHHOM
CHCTeMbl MEPCOHAJBHBIX [JAaHHBIX) — TIOJIy4YeHHE BO3MO)XHOCTH 3allycka Ha
BBIIIOJIHEHWE INTAaTHBIX KOMaHJ, (YHKLMWI, MpoLexyp ONEpalMOHHOM CHUCTEMBI
(YHUUTOXKEHUSI, KOIMPOBAHUS, TMEPEMEIEHNUsT M T.1.), UCIOMHIEMbIX (haiiioB
NPUKJIAJHBIX TPOIPAMM.

Joctyn k mH(GOPpMAIMM — BO3MOXKHOCTh TOy4eHUs] MH(OpMAIUN U €€ UC-
M0JIb30BaHUSI.

3ak/1a04HOe YCTPOICTBO — 3JIEMEHT CPE/ICTBA CheMa MH(POPMALIH, CKPHITHO
BHENIPSIEMbIN  (3aK/Ia/IbIBACMbId WM BHOCHMBIM) B MeCTa BO3MOXKHOIO CheMa
uHpopManmu (B TOM YHCIIE B OTPaXKIeHUE, KOHCTPYKIIHIO, 000PYJI0BaHHE, TTPEIAMETHI
VHTEPBEPA, TPAHCHOPTHBIE CPENCTBA, & TAKKE B TEXHUYECKHE CPEACTBA U CHCTEMBI
00paboTku uHGOpPMaIIUN).

3amumaemasi uHpopmanus — uHbOpMALH, SBISIOLIAACT TPEIMETOM CO0-
CTBEHHOCTM M TOAJISKAILAs 3alMTe B COOTBETCTBUM C TPEOOBAHUSMH IPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMH, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OPMALIUH.

NUnentudukanuss — NpUCBOCHUE CYOBEKTAM M OOBEKTaM JOCTYyINa HJICHTH-
¢ukaropa M (WIM) CpaBHEHUE TPEIBABIAEMOr0 HICHTUPUKATOpA C MEpeYHEM
IIPUCBOEHHBIX UIEHTU(UKATOPOB.

HNHpopMaTUBHBIN CUIHAJ — DJIEKTPUUECKUE CUTHAIIBI, aKyCTUYECKUE, DIICK-

TPOMarHUTHbIE U Apyrue (PU3UYECKUE MOJsL, MO TMapaMerpaM KOTOPbIX MOMKET ObITh



packphbiTa KOHpHICHIIMATbHAsA HH(popMaIus (TIepcoHATbHBIE JaHHBIS) 00padaThiBacMast
B MH(OPMAIIMOHHOM CUCTEME MEPCOHATBHBIX TAHHBIX.

NudopmanuoHHble TEXHOJOTMU — TPOIIECCHI, METOBI TTOMCKA, cOOpa, Xpa-
HeHusl, 0O0paOOTKH, TMPEIOCTABICHHS, PACIPOCTPaHEHUs HH(OPMAIMU U  CHOCOOBI
OCYIIIECTBICHUS TAKUX MPOLIECCOB U METOJIOB.

Nudopmanuonnass cucremMa mnepcoHadbHbIX aaHHbIXx (UCIIAn) -
COBOKYMHOCTb COJEpKaluXcsi B 0a3zax JaHHBIX MEPCOHANBHBIX JIaHHBIX H
00ecreynBaIMNX UX 00padOTKy MH(OPMAIMOHHBIX TEXHOJOTUNA M TEXHUYECKHUX
CPEICTB.

Hcnonb30BaHue MEPCOHANBHBIX JAHHBIX — JCHCTBUS (OIepanuu) C
NIEPCOHAILHBIMU  JTAHHBIMH, COBEpIAEMbIE OMEPATOPOM B IIEIAX TPHHITHSI
pelIeHUl WM COBEPIICHUS] HHBIX JIEUCTBUM, MOPONKAAIOUIMX IOPUTUUECKUE
MOCJICJICTBHSI B OTHOIICHWH CyOBEKTa MEPCOHATBHBIX MAaHHBIX WIH APYTHX JIAI
160 MHBIM 00pa30M 3aTparvBalONIMX MpaBa U CBOOOBI CYOBEKTa MEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUII.

HcTouHuK yrpo3nl 6e3onmacHocTH MH(poOpManum — CyObeKT I0CTyIa, MarTe-
pUATHHBIA OOBEKT WK (PU3MUECKOE SIBIICHUE, SIBIISFOIIMECS MPUYWHON BO3HUKHOBEHMUS
yIrpo3bl 0€30MACHOCTU MH(OPMAIUH.

KouTpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPUS, 3aHKE, YaCTh 3/IaHM,
MIOMEIIECHUE), B KOTOPOM HCKIIFOUEHO HEKOHTPOJIMpPYEeMOe MpeObIBAHUE MOCTOPOHHUX
JIII, @ TAKXKE TPAHCIIOPTHBIX, TEXHMUECKUX M MHBIX MaTePUATIBHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTeNBHOE IS
COOJTFOZICHUS OTNIEPaTOPOM HJIA WHBIM TTOJTYYHBIIAM JIOCTYI K TIEPCOHATBHBIM JTAHHBIM
JUIIOM TpeOOBaHWE HE JOMyCKaTh WX pacnpocTpaHeHue O0e3 coriacus CyObeKTa
TIEPCOHATHHBIX JJAHHBIX WJIM HAJIMYKS MTHOTO 3aKOHHOTO OCHOBAHUSI.

MexceTeBOM IKpPaH — JIOKAJTHHOE (OTHOKOMITOHEHTHOE) W (PYHKITMOHATIHLHO-
pacrpeiesieHHOEe MPOrpaMMHOE  (IIPOTPaMMHO-AIIApaTHOE) CPEACTBO  (KOMILIEKC),
peanuzyrolee KOHTPOJb 3a HH(OPMALIEH, TOCTYTAOIEH B MHPOPMAIIMOHHYIO CUCTEMY

NEPCOHATIBHBIX JAHHBIX U (UJIH) BBIXOSIIEH 13 MHPOPMAIIMOHHON CHCTEMBI.



Hapymuresnb 6€30nacHOCTH NMEPCOHAIBHBIX JAHHBIX — (DU3MYECKOE JIUIIO,
CITy4aifHO WJTH MPeIHAMEPEHHO COBEPIIIAIOIIEE JEHCTBHS, CIICICTBIEM KOTOPBIX SIBIISIETCS
HapyIIIeHHEe Oe30MacHOCTH TIEPCOHATBHBIX JAHHBIX TMPH MX OOpabOTKE TEXHUUYECKUMH
CpelICTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBToMaTu3upoBaHHasi o00pa0doTKa MNEPCOHAJIBHBIX JAHHBIX —
00paboTKa MEepCOHANBHBIX JIAHHBIX, COACPKAIIMXCS B MHPOPMALIUOHHOMN crCcTeMe
NEPCOHANIBHBIX JAHHBIX JUOO M3BIEUEHHBIX M3 TAKOM CHUCTEMBI, CUYUTAETCS
OCYUIECTBJIEHHOM 0e3 UCIIOJIb30BaHUs CpPEACTB aBTOMAaTHU3alUU
(HeaBTOMaTH3UPOBAHHOM ), €CIIM TaKue JEHCTBUSA C MEPCOHAIBHBIMU TAHHBIMH, KaK
WCIIOJIb30BaHUE, YTOYHEHHE, PACHPOCTPAHCHHE, YHUUYTOXXCHUE MEPCOHAIBHBIX
JJAHHBIX B OTHOIICHUU KaXJOr0 M3 CYOBEKTOB MEPCOHABHBIX JaHHBIX,
OCYIIECTBIISIFOTCS] IPU HEMOCPEICTBEHHOM YYaCTHU YEJIOBEKA.

HenexnapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAILHBIE BO3MOKHOCTU
CPEIICTB BBIUMCIIUTEIILHOM TEXHUKH, HE OMNHMCAaHHbIE WIM HE COOTBETCTBYIOIIME
OIMCAHHBIM B JIOKYMEHTAllUH, NIPY WCHOJB30BaHUHA KOTOPBIX BO3MOYKHO HapyILIEHHUE
KOH(UICHIIUATBHOCTH, JOCTYIIHOCTH WM LIEJIOCTHOCTH 00padaThIBaeMOMl  WH-
dbopmaruu.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKIMOHUPOBAHHBIE JCHCTBUS) —
JOCTYIl K MH(OpPMAITMA WM JISUCTBUSL C MHQOpMAIIMEH, HapyIIaloEe MpaBuia pas-
IpaHUYEHUsI JOCTyNa C HCIOJIb30BAHUEM IUTATHBIX CPENCTB, MPEIOCTABISIEMBIX
WH(POPMAITMOHHBIMU CUCTEMAaMU TIEPCOHATBHBIX JTAHHBIX.

Hocurtenb undopmanum — Gu3nyuecKoe JUIO WM MaTepHATIbHBIA 00BEKT, B
TOM 4HCIIe (PU3NUECKOE MoJIe, B KOTOPOM MH(GOPMAITUS HAXOIUT CBOE OTPAXKEHUE B BUJIC
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUIA U MPOIIECCOB, KOMMYECTBEHHBIX
XaPAKTEPUCTHUK (HPU3UIECKUX BEITMUNH.

O0e3nuYnuBaHuEe NEPCOHAJBHBIX [JAaHHBIX — JEHCTBUS, B pe3yJbTaTe
KOTOPBIX CTAaHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJIB30BAHUS JIOMOJHUTEIBHON
nH(OpPMAITUHU OTIPEIETUTh MPUHAJIC)KHOCTh MTEPCOHAIBHBIX TAHHBIX KOHKPETHOMY

CyOBEKTY NEPCOHANBHBIX JTAHHBIX.



OO0OpaboTka NmepcoOHAJBHBIX JAHHBIX — JII000€ AeiicTBUE (omeparus) Uiu
COBOKYIHOCTb JIEUCTBUI (Olepalinii), COBEpIIAEMbIX C MCIOJIb30BAHUEM CPE/ICTB
aBTOMAaTH3allMd WM 0€3 HCIONBb30BAaHUS TaKHX CPEJICTB C MEPCOHAIBHBIMU
JAHHBIMH, BKJIIOYas cOOp, 3aluch, CHUCTEMATH3alMI0, HAKOIUICHHE, XpaHEHHE,
yTOYHeHHE (OOHOBIICHUE, M3MEHEHHUE), M3BJICUCHUE, MCIOJb30BaHUE, Mepenady
(pacripocTpaHeHue, MPEJOCTaBICHHUE, JOCTYI), O0e3NInYuBaHue, OJOKHMPOBAHHE,
yIaJieHue, YHUUTOKEHUE MePCOHATBHBIX JaHHBIX.

OO0menocrynupie MNMEPCOHAJbHbIC AAaHHbIE — IIEPCOHAIBHBIC JAHHBIC,
JIOCTYIl HEOTPAaHUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEJOCTABJICH C COTrJacus
CyOBEKTa TMEepPCOHAIBHBIX JAHHBIX WJIA Ha KOTOPBIE B COOTBETCTBHU C
dbenepanbHBIMU 3aKOHAMHU HE pacHpoCTpaHseTcs TpeOoBaHUE COOTIOACHHUS
KOH(HICHIIMATHOCTH.

Oneparop (NmepCcOHANBHBIX JAAHHBIX) — TOCYIapCTBEHHBIH OpraH,
MYHHUITUTIATBHBIA OpraH, IOPUINYECKOEe WM (PU3NYECKOE JIMIIO, CAMOCTOATEIHHO
WM COBMECTHO C JAPYTMMH JIMIIAMH OpPTaHU3yIomMe U (WJIU) OCYIIECTBIISIONINE
00pabOTKy MepCOHAJIBHBIX JAHHBIX, a TaKXKe OIMpeNessIoNIie MeTu o0padoTKu
MEPCOHANIBHBIX JIAaHHBIX, COCTAB MEPCOHATBHBIX JaHHBIX, MOJICKAIINX 00padoTKe,
NeicTBUS (ONEpaliK), COBEPILIAEMbIE C IEPCOHATBHBIMU JIAHHBIMHU.

Texnunuyeckue cpeacrsa HMHPOPMALUMOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBIYMCIUTEIBHON TEXHHKH, WH(POPMAIMOHHO-BBIYUCIUTEILHBIC
KOMILJIEKCHI M CETH, CPE/ICTBA M CUCTEMBI Tlepeiauu, ipuema u oopadotku [1/11 (cpencrea
U CHCTEMbl 3BYKO3AIlMCH, 3BYKOYCHJICHHS, 3BYKOBOCIPOM3BEICHUS, IEPErOBOPHBIC U
TEJICBU3UOHHBIE YCTPOWMCTBA, CPEACTBA M3TOTOBJICHHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
Jpyrre TEXHUYECKUE CpeiCTBa 00pabOTKK peueBol, rpadudeckoi, BUIeo- U OYKBEHHO-
1dpoBoit HHpOPMAITUH), TIPOTPAMMHBIE CPEICTBA (OMEPAITMOHHBIE CUCTEMbI, CHCTEMBI
yIpaBieHus: 0a3aMy TaHHBIX ¥ T.II.), CPEACTBA 3alUTHI WH(OPMAIMH, IPUMEHSEMbIC B

UH()OPMALIMOHHBIX CHCTEMAX.



IlepexBar (uHopManmu) — HEMpPaBOMEPHOE MOJIydeHHE WHGOpPMAIUU C
UCIOJIb30BAaHUEM TEXHMUYECKOTO0 CpEACTBA, OCYILECTBISAIONIETO OOHApYXEHUE,
npueM 1 00paboTKy MHPOPMATHUBHBIX CUTHAJIOB.

IlepconanbHble TaHHBbIE — J1I00ass MHPOpPMALIUS, OTHOCAIIAACS K TMPSIMO
WIM KOCBEHHO ONPEJCICHHOMY WM OINpeAenseMoMy (pU3NIecKoMy JHILY
(cyOBeKTYy MepCOHAIBHBIX JAHHBIX);

I[lo0o4HBbIe  3FJIEKTPOMATHMTHBIE  W3JIyYeHHMS M  HABOAKH  —
AIEKTPOMArHUTHBIE H3JIYYEHHS] TEXHHMUYECKHX CpPEACTB OOpabdOTKH 3alIuIaeMoun
uH(pOpMaIMK, BO3HHMKAIOIIMNE Kak I[OOOYHOE  SBJICHWE W  BbI3BaHHbBIC
ANEKTPUUYECKUMHU CUTHAJIaMU, ACHUCTBYIOIIUMU B UX JIEKTPUUECKUX U MarHUTHBIX
LEMsIX, & TAKXKE JIEKTPOMAarHUTHbIC HABOJKHU STUX CUTHAJIOB HA TOKOMPOBOISAIINE
JIMHUW, KOHCTPYKLIUH U LT MUTaHUS.

IMonuTka  «YHCTOrO  CTOJAA» —  KOMIUIEKC  OpraHU3allMOHHBIX
MEPOTIPUATUNH, KOHTPOJMPYIOMIMX OTCYTCTBHE 3alKMCHhIBAHMS Ha OyMaKHbIC
HOCHUTENIM KItouel W aTpuOyToB nocTyma (mapojied) M XpaHEHUs UX BOJIM3H
00BEKTOB JOCTYIIA.

[Hoab30BaTes b HHPOPMALMOHHON CHUCTEMbI NMEPCOHAJIBHBIX JAHHBIX —
JUI0, Yy4yacTBywoIlee B (PYHKIMOHUPOBAHUM HUHPOPMAIIMOHHOM  CHCTEMBI
MEPCOHATILHBIX JAHHBIX HIIA UCTIONB3YIOIIEE Pe3yIbTaThl €€ PYHKITMOHUPOBAHMUS.

IIpaBuia pasrpaHu4eHusi 10CTyNa — COBOKYITHOCTb IIPaBUJI, PETJIAMEHTH -
PYIOIIMX MpaBa JOCTyIa CyObEKTOB IOCTYIA K 00bEKTaM JOCTyIa.

IIporpammHuas 3aKJjiajika — KO IPOIPAMMBI, ITPEIHAMEPEHHO BHECEHHBIN B
porpaMMy C II€JIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJIOKUPOBATh, YHUUTOKUTh
WH(POPMAIIMIO WU YHUUTOXKHUTh U MOJU(PUIIMPOBATH MPOrpaMMHOE OOecriedeHre
WH()OPMAITMOHHON CHCTEMBbI MEPCOHATBHBIX MAHHBIX W (WH) OJOKHPOBATH aria-
paTHbIE CPEACTBA.

IIporpammHoe  (mporpaMMHO-MaTeMaTH4YecKoe)  Bo3aeilicTBMEe  —

HECAaHKIIMOHUPOBAHHOE  BO3JIEMCTBME HA  pECypchbl  aBTOMATU3UPOBAHHOMU
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MH()OPMAIMOHHONW CHCTEMBbI, OCYHIECTBIISIEMOE C HMCIOJIb30BAHUEM BPEJOHOCHBIX
MIPOrpaMM.

PackpbiTHe NepCOHAJBLHBIX JAHHBIX — YMBIIUICHHOE WU Clly4aliHOe
HapyleHne KOH(UIeHIIUATbHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue nmepcoOHAJbHBIX JAHHBIX — JCHCTBUS, HApPaBJICHHBIC
Ha PacCKpbITUE MEPCOHATIBHBIX TAHHBIX HEOMIPEAEIEHHOMY KPYTY JIHLI.

Pecypc vH(popMaMOHHON CUCTEMBbI — UMEHOBAHHBIN AJIEMEHT CUCTEMHOTO,
IIPUKJIATHOTO WU anIapaTHOT O oOecrieueHus (YyHKIMOHUPOBAHUS
UH(OPMAIMOHHON CUCTEMBI.

CneunajibHble KAaTEerOpHMH MNEPCOHAJBHBIX [JAHHBIX — TIEPCOHAIBHBIC
JTaHHBIE, KACAIOIIMECS PACOBOM, HAIMOHAIIBHON MPUHAMJIC)KHOCTH, MOJIATHYECKUX
B3TJISIJIOB, PEITUTHO3HBIX WM (PUIIOCOPCKUX YOk ICHUM, COCTOSTHUSL 3/I0POBbS U
WHTUMHOM JKM3HU CYOBEKTa MEPCOHAIBHBIX JAHHBIX.

CpencrBa BbIYUCIUTEIbHOH TEXHMKH — COBOKYITHOCTb IPOIPAMMHBIX U TEX-
HUYECKUX D3JIEMEHTOB CHUCTEM OOpabOTKM JaHHBIX, CHOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOATENILHO WJIA B COCTaBE JPYIUX CUCTEM.

CyObekT mocryna (cy0ObeKT) — JIMIO MM MPOLIECC, JCUCTBUSI KOTOPOIO per-
JAMEHTHUPYIOTCS TTPaBUJIaMU pa3rpaHUYEHUs TOCTyTa.

TexHnuyeckuil KaHaJ yTe4YKU MHGPOPMALUM — COBOKYITHOCTb HOCUTEISI MH-
dopmarmu  (cpenctBa 00pabOTKH), (PU3MHUECKO cpedbl pacmpocTpaneHus HH)Op-
MaTHBHOT'O CUTHAJIA U CPEJICTB, KOTOPHIMH JJOOBIBACTCS 3allUIliacMas HHPOpMaIIus.

TpancrpanuyHas mnepegadya MEPCOHAJNBHBLIX JAaHHBIX — Tiepegava
NEPCOHANIBHBIX  JIaHHBIX omepatopoM uyepe3 [ocygapcTBeHHYIO0 TIpaHHILY
Poccuiickon ~ @enepaumu  OpraHy  BJIACTH  MHOCTPAHHOIO  I'OCYNapCTBa,
bU3MYEeCKOMY WU IOPUANYECKOMY JIMITy MHOCTPAHHOTO TOCYIapCTBa.

Yrpo3bl 6€30NaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U
(akTOpOB, CO3MAIOIIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE CIIyYaifHOTO,
JIOCTYTIA K MEPCOHAIIBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOI'O MOKET CTaTh YHUUTOKEHHE,

HN3MCHCHUC, 6J'IOKI/IpOBaHI/Ie, KOIIMPOBaHUEC, PACIIPOCTPAHCHUC IICPCOHAJIbHBIX JAaHHbIX, a
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TAaKXKE MHBIX HECAHKIIMOHUPOBAHHBIX JAECHCTBUI MpU UX 00pabOTKe B MH(POPMAILIMOHHOM
CHCTEME IIEPCOHAIBHBIX TaHHBIX.

YHHYTOKEHHE MEPCOHAJBHBIX [JaHHBIX — [ICHCTBUSA, B pE3yIbTaTe
KOTOPBIX CTaHOBHUTCS HEBO3MOYKHBIM BOCCTAHOBUTBH COIEPKAHHUE MEPCOHAIBHBIX
JaHHBIX B HMH(POPMAIIMOHHOM cHUCTEME TNEePCOHANBHBIX MJaHHBIX MU (WJH) B
pe3yibTaTe KOTOPBIX YHHMUYTOXKAKTCS MaTEepUAJIbHBIE HOCHUTENIN IEPCOHAIBHBIX
JAHHBIX.

Yreuka (Bammmaemon) MHGOPMALMU IO TEXHHYECKHUM KaHAJIaAM —
HEKOHTPOJIMPYEMOE PacIipoCTpaHeHHe MH(OPMALIMK OT HOCUTENS 3aIlMIIaeMoil HHGOp-
Maluu 4epe3 (PU3MYECKyr0 cpeay A0 TEXHUYECKOTO CpENICTBA, OCYLIECTBIISIOILIETO
nepexBaT HHPOpPMaLUH.

Ys3BUMOCTB — CI1a00CTh B CPECTBAX 3ALIUTHI, KOTOPYIO MOKHO MCIIOJIBb30BaTh
JUTSl HApYIIIEHHS CUCTEMBI WM COJIEpoKallieiicss B Hel MH(pOpMAaIUK.

IesocTHOCTH MHpOPMAIIUM — CITOCOOHOCTh CPEICTBA BBIYMCIUTEIILHON TEX-
HUKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00ECeUnMBATh HEM3MEHHOCTh MH(OpPMAIIIH B

YCIOBHSX CITyYaitHOTO W/WJIM MPEAHAMEPEHHOTO NCKAKEHHS (Pa3pyLLEHHMS]).



OBO3HAYEHUA N COKPALIEHU A

ABC — aHTUBUpPYCHBIE CPEICTBA

APM — aBTOMaTu31poOBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHble TEXHUYECKHUE CPENICTBA U CUCTEMBI
NCIIJIH — uadopMaIrioHHasi CUCTEMa MEPCOHATBHBIX TaHHBIX
Wb — undopmarmonHas 6€30MacHOCTb

K3 — xonTponmpyemas 30Ha

JIBC — nokanbHast BBIMUCIUTENbHAS CETh

MD — MexceTeBoi IKpaH

HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYIT

OC — onepanioHHas cucTemMa

[1/TH — nepcoHabHBIE JAHHBIE

[IMB — nmporpaMMHO-MaTeMaTHYECKOE BO3ICUCTBUE

[1O — nporpammHoe obecrieueHue

[I3MUH — no6ouHble 37eKTPOMarHUTHBIE U3Ty4eHHS U HABOJIKU
CA3 — cucreMa aHaiM3a 3alUILIEHHOCTH

C3U — cpeactBa 3auThl HHQOpMaLUU

C3I1dn — cuctema (mMoacucTeEMA) 3alTUThI TEPCOHAIBHBIX JTAHHBIX

COB — cucrema 0OHapyKEeHHsI BTOPKEHUIN
TKYU — Texandeckue KaHabl yTeUKH HHOOPMAITIH

VYBIIIH — yrpo3sl 6€301acHOCTH IEPCOHATBHBIX JAHHBIX

12
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BBEJAEHHUE

Hacrosmee [Tonoxenune UH(OPMAITMOHHON 0e30macHOCTH B
rocyJapCTBEHHOM aBTOHOMHOM YUPEKICHUH PocroBckoit obnactu
«l'ocynapcTBeHHasi H3KCIepTH3a MPOEKTHOW JIOKYMEHTAlluh U Pe3yJIbTaToB
WHXCHEPHBIX U3bICKaHMi» (manee mo Tekcty — ['AY PO «locynapcTBeHHas
DKCIIEPTH3a TPOCKTOBY»), SBIACTCS O(DUIMAIBHBIM JOKYMEHTOM, B KOTOPOM
OTmpeJiesieHa CUCTeMa B3TJISAI0B Ha obecriedyeHne nHPOpMaIIMOHHOW 0e30MacHOCTH
['AY PO «l'ocynapcTBeHHast SKCIEPTU3A IIPOEKTOBY.

Heobxoaumocts pa3pabotku IlonoxkeHus oOyCHOBIIEHA CTPEMUTEIbHBIM
paciperreM cepbl MPUMEHEHUS HOBEHITNX WH(OPMAIMOHHBIX TEXHOJIOTHHN U
nporieccoB B 'AY PO «'ocynapcTBeHHas 3KCIIEpTU3a MPOEKTOBY, MPU 00paboOTKe
nH(popMaIu BooOIIIe, ¥ TEPCOHATBHBIX TAHHBIX B YaCTHOCTH.

[Tonoxenue pa3pabOTaHO B COOTBETCTBUU C CHUCTEMHBIM IOJIXOJOM K
obecnieueHuto  uH(OpMalMOHHOW  Oe3omacHocTd.  CHUCTEMHBIM  TOAXOM
NpeanoyiaraeT  NPOBEACHUE  KOMIUIEKCAa  MEpPONPUSITUN,  BKIIFOYAIOIIHUX
HCcClieIOBaHUE yrpo3 MHGOPMAIIMOHHONW 0€30MacHOCTH M pa3pabOTKy CHUCTEMBI
3ammuThl  [IJIH, ¢ NO3UMIMM KOMIUIEKCHOTO TIPUMEHEHHMS TEXHUUYECKUX U
OpPraHU3alMOHHBIX MEP U CPEJICTB 3aIUTHI.

[Ton uHdopmanuonHoi 6e3onacHocThio [1/[H MOHMMAETCs 3allUIEHHOCTh
NEPCOHANIBHBIX JIaHHBIX M 00palaThiBaloOIIe MX HHPPACTPYKTYpE OT JHOOBIX
CIIyYalHBIX WM 3JIOHAMEPEHHBIX BO3ACHUCTBUN, PE3YJIBTATOM KOTOPBIX MOXKET
SBUTHCSI HaHeceHHe ymiepba camoi uHbOpMalUM, €€ BiajaenblaM (CyObeKTam
[111) i uadpactpykrype. 3agaun nHGOPMAIIMOHHON 0€30MaCHOCTH CBOJISATCS K
MUHUMM3AIUU yiiepOa OT BO3MOXKHOW peanu3anuu yrpo3 6esomnacHoctu I1/1H, a
TaKke K MPOTHO3UPOBAHUIO U NIPEAOTBPAIICHUIO TAKUX BO3ICHCTBUH.

[Tonoxenue CILYKUT OCHOBOM Inie: pa3paboTKu KOMILIEKCA
OpPraHU3allMOHHBIX W TEXHUYECKUX Mep M0 oOecrneyeHuto HHPOPMalUMOHHOU

oeszonacHoctn I'AY PO «l'ocynapcTBeHHas 3KCHEpTH3a IMPOEKTOB», a TaKKe
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HOPMATHUBHBIX U METOJAMYECKUX TOKYMEHTOM, OOECIEUMBAIOIINX €€ pealln3alluio,
W HE TMpeanojiaraeT MOJMEHbl (PYHKIUMH TOCYJapCTBEHHBIX OpPraHOB BIIACTHU
Poccuiickoii  @enepanuu, OTBEYalOIUX 3a obOecreueHne 0e30macHOCTH
MH(OPMAIMOHHBIX TEXHOJIOTUH U 3alUTy UH(POpMAIIUH.

[TonmoxeHune ABISIETCS METOAOJIOTHYECKOW OCHOBOM IS

— (dopmupoBaHHs U TPOBEACHHUS €IUHON TMOJUTUKA B 00JACTH
obecnieuenus 6e3onacHoctu ['AY PO «'ocynapcTBeHHas sKkcnepTrsa
MIPOEKTOBY;

— TMPUHITUS YOPaBICHYECKUX PEIICHUN U pa3padOTKU MPAKTUYECKHUX
Mep MO BOIUIOIIECHUIO MOJUTUKU Oe3zomacHocTu [I/IH u BeIpaboTKH
KOMILIIEKCa COTJIaCOBAHHBIX Mep HOPMaTHUBHO-PABOBOTO,
TEXHOJOTUYECKOTO U OpPraHU3allMOHHO-TEXHUYECKOTO XapakTepa,
HAIllPaBJIICHHBIX HA BBIABICHUE, OTPAKEHUE U  JMKBUAALUIO
MTOCJIEACTBUAN peann3aluy pa3IndHbIX BUI0B yrpo3 [1/1H;

— KOOpJMHALIMM JEATEIbHOCTU CTPYKTYpPHBIX noapazaeneHuii I'AY PO
«l"ocynapcTBeHHas JKCIEPTU3a MPOEKTOB» MPU MPOBEACHUH PadOT
o pa3utuio u dkcruryararuu UCIH ¢ cobnoaeHueM TpedoBaHUMA
obecnieueHus 6e3omacHoctH [1]1H;

— pa3paboTKH TPENJIOKEHUM 1O COBEPIICHCTBOBAHUIO IPABOBOTIO,
HOPMAaTHUBHOTO, METOAMYECKOT0, TEXHUUECKOTO U OPraHU3allMOHHOTO
obecnnieuenuss  OezomacHoctn  [IJlu B UHCIIJJH TAY PO
«I"ocynapcTBEeHHas SKCIIEPTH3a TPOCKTOBY.

[IpaBoBoit 06a3zoi s pa3pabOTKU HACTOSIIETO TOJIOKEHUS CIyKaT
TpeboBaHMsT JeHCTBYIOMUX B Poccum 3aKOHOMATENBHBIX W HOPMATHBHBIX

JIOKYMEHTOB 10 00€CIIeUeHUI0 O€30MTaCHOCTH MePCOHANBbHBIX AaHHBIX (I1/{H).
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1 OOmme moJIoKeHus

Hacrosmee IlonoxkeHue omnpenensieT OCHOBHBIE LIEMW M 3aJauyM, a TaKKe
OOIIyI0 CTpaTerui0 IOCTPOCHUS CHUCTEMBbl 3alUThl TEPCOHAIBHBIX JIaHHBIX
(C3IIAH) rocynapCTBEHHOIO aBTOHOMHOIO Yy4pexkaeHus PoctoBckoil oOnactu
«l'ocymapcTBeHHast H3KCIepTH3a MPOEKTHOW JOKYMEHTAlMM W  PE3yJIbTaTOB
WHKXEHEPHBIX H3bICKaHUW». [lojokeHHne ompenensieT OCHOBHbIE TpeOOBaHUS M
0a30Bbl€ MOAXOABl K HUX pealn3aluu, ISl JOCTHKEHUS TpeOyemMoro ypOBHS
6e3omacHOCTH UH(POPMAITUH.

C3IIdx mnpeacraBisieT co0OM COBOKYMHOCTh OpPraHU3ALMOHHBIX U TEX-
HUYECKUX MEPOINpUATUN JuIsl 3amuThl [IJIH OT HEMPaBOMEPHOTO MM CIIy4ailHOrO
JO0CTyNa K HUM, YHUYTOKEHUS, U3MEHEHUs, OJIOKUPOBaHUs, KOUPOBaHUs, pac-
npoctpanenus [1/{H, a TakKe MHBIX HENPABOMEPHBIX JECUCTBUN C HUMH.

be3onacHOCTh NEPCOHAIBHBIX JAHHBIX JIOCTUIAETCS IIyTEM HCKIFOYECHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4aHOro, AOCTyNa K MEPCOHAIbHBIM
JAHHBIM, PE3YyJbTATOM KOTOPOIO MOXET CTaThb YHUYTOXEHUE, HW3MEHEHHE,
OJI0OKMpOBaHUE, KOMUPOBAaHUE, PACTIPOCTPAHEHHE MEPCOHATBHBIX JAHHBIX, a TAKKE
VMHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUM.

CtpykTrypa, CcOCTaB U  OCHOBHble  (DYHKIMH  TEXHMYECKUX H
oprann3aunoHHblx Meponpustuid C3II/IH omnpenenstorcs ucxoas W3 ypOBHSA
samuineHHocTy  (kinacca) MCIIH, yCTaHOBJIEHHOTO B  COOTBETCTBUU C
tpeboBanusimu [loctanoBnenust [IpasutensctBa Ne 1119 ot 1 nHosi6pst 2012 r.,
npukaza ®CTOK Poccun Ne 17 ot 11 deBpana 2013 r., npukaza GCTIOK
Poccum Ne 21 ot 18 deBpans 2013 r., a TakKe B COOTBETCTBUU C TPEOOBaAHUSIMU
[TocranoBnenust IIpaButenbctBa Poccuiickori @epepanuun Ne 687  «O06
yrBepxkieHun [lonoxxennst 00 0coOEHHOCTSAX 00paOdOTKH NMEPCOHABHBIX JAHHbIX,
OCYIIECTBIsIEMO 0e3 HCmonab30BaHMsl cpeAcTB aBromatusammm». C3I11n
BKJIIOYAET OPraHU3allMOHHBIE MEPbl M TEXHUYECKUE CPENCTBA  3allMThI

uHbopMalmu (B TOM 4YHClIe MHUQPpPOBaibHbIE (KpUNTOTpadUUecKHe) CpencTBa,
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CpeACTBa  NPEAOTBpAICHUS  HECAHKIIMOHUPOBAHHOTO  JIOCTYIA,  YTCYKHU
HH(pOpMaIKU MO TEXHUYECKUM KaHaJlaM, IPOTPaMMHO-TEXHUYECKUX BO3JICHUCTBUMN
Ha TEXHWYECKHEe cpeacTtBa o0padotku I[IJlH), a Takke WHCHOIB3yeMbIE B
HH(POPMAITMOHHOM cUCTEME HH(POPMAITMOHHBIE TEXHOJOTHH.

OTH Mepbl IPU3BAHBI 00€CTICYUTH:

— KOH(UJICHIIMATHHOCTh uHpopManu (3amura oT
HECaHKIIMOHUPOBAHHOT'O O3HAKOMJICHHMS );

— IIEJIOCTHOCTh WH(pOpMaIuu (aKTyalbHOCTh W HEMPOTHBOPECYUBOCTH
nHpopmaIuy, ee 3aIIUAIIEHHOCTD OT pa3pyImIeHUs u
HECaHKIIMOHUPOBAHHOTO U3MECHEHUS);

— JOCTYIHOCTh HWH(pOpMaIuu (BO3MOKHOCTh 3a IPHUEMIIEMOE BpEMs

MOJIYYUTh TPeOyeMyro HH(POPMALIMOHHYIO YCIIYTY).

Craauu co3ganus C3I1/IH BKIIOYaAOT:

— TMPEANpOEKTHAs CTa/usl, BKIIOUAIOIIas MPeaPOEKTHOE 00CIeIOBaHNE
NCTIIH, pa3paboTKy TEXHMYECKOro (YacTHOTO TEXHHYECKOTO)
3a/1aHUs Ha €€ CO3/IaHMUE;

— cTaausi MPOEKTUpOoBaHUs (pa3pabOTKU MPOEKTOB) U peau3alud Mep
sanuthl C3I1/H;

— cragusi BBoAa B gedcrBue C3II/IH, BkIIOUYarOmasi OMBITHYIO
AKCIUTyaTalMi0 U TPUEMO-CAATOUYHbIC HCIBITAHUS CPEICTB 3alUTHI
uHpopmaruu, a takke oneHky coorBetctBusi C3IIJIH TpeboBanmsIM

6e3omacHOCTH UH(POPMAIIUH.

OpraHu3alMOHHbIE MEPBI IMPEAYCMATPUBAIOT CO3JaHHE U MOAJAEpKAHUE
npaBoBoil 0a3pl Oe3omacHoctu II/IH u pa3paboTky (BBeneHue B JCiCTBHUE)
npeaycMoTpeHHbix  [lonutukoit  uHpopmarmonHoit 6e3onacHoctu  UMCIIIn

CIICAYOIIUX OPTraHU3alIMOHHO-PACTIOPAINTCIBbHBIX TOKYMCHTOB!
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— Ilman wmeponpustuii 1o oOecrnedeHuto 3amuthl [IJIH 1pu wux
obpabotke B UCII/IH;

— Ilnan MeponpusThii IO KOHTPOITIO o0ecriedeHus 3amuThl [1J1H;

— Tlopsimok pe3epBUpOBaHUS U BOCCTAHOBIEHHUS PabOTOCTIOCOOHOCTH
TC u I10O, 6a3 mannsix u C3U;

— JomxHocTHass wuHcTpykuus anmuHuctpatopa HCIIIH B 4actu
obecneuenus 6ezonacuoctu [1/Jx npu ux ob6padotke B UCII/H;

— JlomkHOCTHAs MHCTPYKIMS aaMUHUCTpaTopa 6e3onacuoctu UCII/IH;

— JomxHocTHass wuHCTpykKuus nonb3oBarenss HWCIIJJm B 4actu
obecrnieuenus 6ezonacHoctH [1J[x pu nx o6padotke B UCII/IH;

— HMHcTpyknus Ha ciiyyail BOSHUKHOBEHHUS BHEIITATHOM CUTYyalluy;

— MucTpykius 1o pazMenieHuio, 000py/I0BaHUIO U OXpaHe MOMEIIEHUH,
IZIe XpaHATCS MEPCOHAIBHBIC JTaHHBIE, [0 XPAHEHUIO NEPCOHAIBHBIX
JAHHBIX Ha OYMa)KHBIX HOCHUTEJISIX U TOPSIAKY paOOThl UCTIOJIHUTEIICH

C NICPpCOHAJILHBIMN JAHHBIMH Ha 6YM21)KH]'::IX HOCHUTCIIAX HH(bOpMaHHH.

TexHuueckre Mepbl 3alIUThl PEATU3YIOTCS PU MTOMOIIN COOTBETCTBYIOIIUX
MPOTPAMMHO-TEXHUUECKUX CPEACTB U METOJIOB 3AIIUTHI.

[lepeyernr HEOOXOAMMBIX MEpP 3alIUTHl HWH(OPMAIUK OMpPEACNSIeTCs 0
pesynbrataMm  BHyTpeHHeW mpoBepku OesomacHoctu UCIIdan TAY PO

((FOCY)IapCTBCHHaSI OKCIICpTHU3a IIPOCKTOB).
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2 3agaum C3II1n

OcHoBHoi nenpto C3I1/IH sBisieTcss MUHUMU3AIMA yiiepoa OT BO3MOXKHOU

peanuzauuu yrpo3 6ezonacHoctu [1/1H.

Jlns mocTrykeHHWsT OCHOBHOM Ieln cucteMa OesomacHoctd IIJIH momkHa

oOecrieunBath 3(PEKTUBHOE PEIICHHUE CASAYIOMNX 3a]1ay:

— 3alIUTy OT BMeEMIaTenbcTBa B mporecc GpynkunonupoBanus UCIIAx

MMOCTOPOHHMX JIHI] (BO3MOXKHOCTh ucnonb3oBaHuss UCII[H u noctyn
K €€ pecypcaM [OJDKHbI HMMETh TOJBKO 3apEruCTPUPOBAHHBIC

YCTAHOBJICHHBIM MOPSIKOM MOJIb30BATENN);

— pasrpaHUYeHUE JOCTyNa 3apETHUCTPUPOBAHHBIX IMOJB30BATEIIEH K

anmnapaTHbIM, MPOrpaMMHBIM U HH(popMarmoHHbiM pecypcam UCTI/
(BO3MOKHOCTh JIOCTyNa TOJIbBKO K TEM pecypcaM M BBINOJHEHUS
TOJBKO TEX Omepaluil ¢ HUMH, KOTOpble HEOOXOIUMBI KOHKPETHBIM
nonb3oBatesisiMm  MCII/In  1yist  BBIMOJHEHUST CBOMX  CITY>KEOHBIX
0053aHHOCTEI1), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYIA!

a) k uHpopmaruu, upkynupyromieit B UCIT/IH;

0) cpencrBam BeraucuTenbHOM TexHUKH MCII/IH;

B) ammapaTHbIM, IPOrPAMMHBIM U KpUOTOTpadhUuIeCKUM

CpeAcTBaM 3aluThl, ncnoyib3yeMbiM B CII/IH;

PETUCTPALIMIO  JIEMCTBUU  IIOJIb30BATEJIEM TMPU  MCIOJIB30BAHUU
3anmmaemMeix  pecypcoB MCIIIlH B CHUCTEMHBIX KypHajlax U
MIEPUOIMYECKUN KOHTPOJIb KOPPEKTHOCTH AEHUCTBUN I0JIb30BATENEH
CHUCTEMBI ITyTEM aHaJlM3a COAEPKMUMOTO ITUX KYPHAJIOB;
KOHTPOJIb  LEJOCTHOCTU (oOecredyeHue HEU3MEHHOCTH) Cpelbl
HCTOJIHEHUS IPOTPAMM U €€ BOCCTAHOBJIEHUE B CIy4ae HAPYIIECHUS;
3alIUTy OT HECAHKIMOHUPOBAHHOW MOAUGPUKAIIMK W KOHTPOJb

nenoctHocT ucnosibdyembix B MCIIJIH mporpaMMHBIX CpeaCTB, a
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TaKK€ 3alllUTy CHUCTEMbl OT BHEAPEHUS HECAHKIMOHUPOBAHHBIX
Iporpamm;

3anuTy [1/IH OT yTeuku mo TeXHWYECKUM KaHajaM Mpu ee o0paboTke,
XPaHEHUH U Mepeaye o KaHajlaM CBSI3H;

samuty [1JIH, xpanumoi, oOpabGarbiBacMOll M TiepegaBaeMoOM I10
KaHajgaM CBSI3M, OT HECAHKIMOHMPOBAHHOTO pasrjalleHUus WIH
UCKa)XEHUS,

o0ecrieueHrne >KUBYYECTH KPUITOTpapUUECKUX CpPEACTB 3alIUTHI
MH(pOpMaUU IPH KOMIPOMETALNN YaCTH KIOYEBON CUCTEMBI;
CBOEBPEMEHHOE BBIBIEHUE MCTOYHUKOB yrpo3 OezomacHoctu [1/1H,
OpUYUH U YCIOBHUH, CIOCOOCTBYIOIIMX HAHECEHUIO yiepOa
cyowsekram I1/IH, co3manne MexaHu3Ma ONEpPaTUBHOIO pearupoBaHUs
Ha yrpo3sl 6e3omacHocTH [1/IH 1 HeraTUBHbBIC TEH ICHIINH;

CO3JJaHHE YCIJIOBUM JUIsI MUHUMHU3ALUU W JIOKAJIU3alUMU HAaHOCHMOTIO
yiiep0a HeMpaBOMEPHBIMU ACHCTBUAMH (GU3HMUECKUX U FOPUIUUECKUX
JuL, OcaabJieHne HETaTUBHOTO BIMSHUS W JIMKBUJALUS MOCIEICTBUI
HapyuieHus 6ezonacuoctu [1/[H;

000OpyZOBaHUE M OXpaHa MOMELIECHUMW, TJI€ XPAHITCS MEPCOHATIbHBIC
JAHHBIE;

coONIoIcHHE TOpsiiKa XpaHEHUs IEepCOHAJbHBIX JAaHHBIX Ha
OyMaXHBIX HOCUTEJISX;

coOJIIoIcHUE TOpsJKa XpaHCHUs KJIOUed OT TOMEIIEHUN Tre
xpanstcs [1/[H Ha OyMaKHBIX HOCUTENSX;

coOmoieHne TMopsAaka paboThl HCHOJHUTENEH € NEpCOHATBHBIMU

JaHHBIMH Ha 6YMa)KHBIX HOCHUTCIAX I/IH(l)OpMaI_II/II/I.
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3 OOBeKThI 3alIUTHI

Ilepeyenb HHGPOPMAUOHHBIX CUCTEM

B T'AY PO «l'ocygapcTBeHHass SKCHEPTH3a MPOEKTOBY» IMPOU3BOIUTCS

00paboTKa MepCOHANbHBIX JaHHBIX B HWHGOPMAIMOHHON cHUCTeME 00paboTKH

nepcoHanbHbiX JaHHbIX (MCI1IH).

Ilepeuens WCII[IH ompenenserca B mpouecce padOTbl KOMHUCCHH, I10

uToram padboT KoTopoi coctasisiercs akT kinaccudukanuu UCIH.

IlepeyeHb 00bEKTOB 3aIIUTHI

OObeKTaMu 3allUTHI ABJSIOTCS — nHPopMalus, oopadateiBacmast B CII/IH,

U TEXHUYECKHE CpeicTBa €€ 00padoTku U 3amuThl. CHUCOK MNEPCOHATBHBIX

JAaHHBIX, IOJICKAIINWC 3allluTC, OIPCACIICH B Hepequ NEpCOHAIbHBIX IaHHBIX,

nojexanux 3amute B MCII/.

OOBEKTHI 3allIUThI BKIIIOYAIOT:

1.

2.

Oo6pabateiBaeMas uH(pOpMaIHs.

TexHonmornyeckast tHpoOpMaIus.

[IporpaMMHO-TEXHHUYECKHE CPEICTBA OOPaOOTKHU.

Cpenctsa 3amutsl [1/1H.

Kanaier nHGopManimoHHOTO 00MEHA U TeJICKOMMYHUKAIIHH.

OOBEeKTH M TOMEIICHUSI, B KOTOPHIX pa3MEIICHbl KOMITIOHEHTBI

WUCTIIn.



21

4 Kaaccupuxkanus nogan3oBareaed UCIIIn

ITonp3oBaTeeM NCIIIx SIBJISICTCS JIMIIO, Y4acTBYIOLIEE B
GYyHKUIMOHUPOBAHUM WHOOPMAIIMOHHOW CHCTEMbl IMEPCOHAIBHBIX JAHHBIX WM
UCIIOJIB3YIOIIee pe3ysnbTarthl ee (yHkrumonupoBanus. l[lomszoBarenem MCII/x
apigercs o060t cotpyaauk ['AY PO «['ocynapcTBeHHas SKcriepTr3a MPOESKTOBY,
umetronuii noctyn Kk MUCIIJIH u ee pecypcaM B COOTBETCTBUM C yCTaHOBJIECHHBIM
MOPSIAKOM, B COOTBETCTBUU C €r0 (PYHKIIMOHAIBHBIMU O0S3aHHOCTSMH.

[Tons3oBarenu UCII/IH nensTcs Ha TP OCHOBHBIE KaTETOPUH:

AnMuHHCTPATOp HHOOPMAITMOHHON 0€30ITACHOCTH.

Corpynauku I'AY PO «l'ocymapcTBeHHast 3KCIepTu3a IPOEKTOB», KOTOPbIE
3aHUMAKOTCSI ~ HACTPOMKOW, BHEAPEHUEM W  CONPOBOXKIECHUEM  CHUCTEM

oe3onacHoctu. Anmunuctpatop Vb obnanaer cieayomuM ypoBHEM I0CTYyIA:

o0najaeT MOJHOM HHGPOPMAIME O CHUCTEMHOM U MPUKIATHOM

nporpaMMmHoM obecrieuernu UCITH;

— obOnamaer mnojHOM wuHGOpPMALME O TEXHUYECKUX CPEACTBAX H
koHpurypanuu UCIIH;

— WMeeT JOCTyl KO BCEM TEXHHUYECKHUM CpPEICTBaM 00pabOTKH
uHpopmanuu u nanabiM UCIH;

— He o0nagaeT mpaBaMUd KOH(PUTYPUPOBAHHS W aJIMUHHCTPATUBHOMN

HacTpoiku Texunueckux cpeacts UCIT/IH.

A npmvuauctparop UCI/IH.

Corpynuuku ['AY PO «l'ocymapcTBeHHas 3KCHEPTU3a TPOEKTOBY», KOTOPHIE
3aHUMAIOTCSI COMIPOBOXKICHUEM MPOTPAMMHOTO 00CCTICUCHHS.
Anmvunuctpatop UCII/IH o6nagaeT cieayronmM ypoBHEM JOCTYIIA:
— obnamaet mHpopmarmenr 006 anropuTMax W IporpamMmax o0pabOTKU
undopmaruu Ha UCII/IH;
— 00J1aJaeT BO3MOXKHOCTSIMU BHECEHHUS! OIIMOOK, HEAEKIapUpPOBAHHBIX

BO?)MO)KHOCTCﬁ, IIPOTrpaMMHBIX 3aKJIaA0K, BPCAOHOCHBIX ITPpOTpaMM B
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nporpammHoe obOecneuenne MCIIJIln Ha craguum ee pa3paboTku,
BHEJIPEHUS ¥ COIPOBOKICHUS;

MOXKET pacmoyiaraTb JOObBIMH (parMeHTamMu HH(OpMaLud O
toniosiorud UCIIJIH n TexHuueckux cpencrBax oOpabOTKH U 3alllUThI
I1/11, o6padareiBaecmbix B UCII/IH;

oOnamaeTr mTpaBaMu KOHPUTYPHPOBAHUS U  AJMUHUCTPATHBHOM
HacTpoWKU TexHu4eckux cpeacts MCII/IH.

Omneparop UCIT/H.

Corpynauku noapasgenenud ['AY PO «l'ocynmapcTBeHHas 3KcrepTusa

MPOEKTOBY» ydyacTBYyIOMMX B npoiecce skciutyaranuu UCI/a. Onepatop UCIT/IH

o0JafaeT caeAyoluM YPOBHEM I0CTyMA:

o0nazaeT BceMUu HEOOXOIUMBIMU aTpuOyTaMu (Hampumep, maposieM),

O6CCHC‘-IHB&IOIHHMI/I JOCTYII K HCKOTOPOMY ITOAMHOKCCTBY HﬂH,

— pacmoojiaracTt KOH(l)I/II[GHHI/IaJ]BHBIMI/I JaHHBIMH, K KOTOPbBIM HMCCT

JOCTYII.
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5 OcCHOBHBIC IPUHIUIIBI IOCTPOCHUSI CHCTEMbI KOMILUIEKCHOM 3aIMTHI
HH(poOpMALUHU

[Toctpoenue cucremsl obecrieuenus 6e3omacuoctu [1/lan UCIT[Ia TAY PO
«l'ocymapcTBeHHasl 3KCIIepTH3a MPOCKTOB» M €€ (YHKIMOHUPOBAHUE JTOJDKHBI
OCYILECTBIISITECA B COOTBETCTBUU CO CIAEAYIOIUMHA OCHOBHBIMH MPUHITUTIAMH:

— 3aKOHHOCTB;

— CHCTEMHOCTb;

— KOMIUIEKCHOCTB;

— HENPEpPHIBHOCTD;

— CBOEBPEMEHHOCTb;

— MPEEMCTBEHHOCTb U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHMUS;
— TMepcOoHaJIbHAasi OTBETCTBEHHOCTH;

— MUHHMMHA3ALMS TTOJTHOMOYHIT;

— B3aUMOJICHCTBUE U COTPYAHUYECTBO;

— THOKOCTh CUCTEMBI 3aIlIUTHI,

— OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIIUTHI;

— MOPOCTOTa MPUMEHEHHUS CPECTB 3aIUTHI;

— Hay4yHass 000CHOBAHHOCTh M TEXHHYECKAs pPeaii3yeMOCTh;
— chernuanu3amnus u npodecCuOHaINU3M;

— 00s13aTeIBbHOCTh KOHTPOJISL.

3aKOHHOCTH
[Ipeamonaraer OCYIIECTBIACHUE 3alIUTHBIX MEPONPHITHH W pa3paboTKy

C3I1Jun T'AY PO «l'ocygapcTBEHHasi SKCHEPTU3a MPOECKTOB» B COOTBETCTBUU C
JNEUCTBYIOIIUM 3aKOHOJATENbCTBOM B oOmactu 3amuthl [IJlH u  apyrux
HOPMATHUBHBIX aKTOB MO 0€30MacHOCTH WH(GOPMAINH, YTBEPKICHHBIX OpraHaMu

T OCYI[apCTBCHHOﬁ BJIACTHU M YIIPABJICHUA B IIPCACIAX UX KOMIICTCHIINU.
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[Tonb3oBaTenu u oOcmyxuBatouuii nepconan I[Iln UCIIu T'AY PO
«locymapcTBeHHass HJKCHEPTH3a IMPOEKTOB» JOJDKHBI OBITh OCBEAOMIICHBI O
nopsake paboThl ¢ 3amumaeMoil uH@opmamnmeid u 00 OTBETCTBEHHOCTH 3a
HapylieHue mnopsaka 3amuTsl [TJ1H.

CucreMHOCTDH
Cucremnsiii noaxoa k noctpoenuto C3IIIu I'AY PO «l'ocymapcTBeHHas

DKCIIEPTU3a  IPOEKTOB»  MPEANOoJIaraeT  yd4eT  BCEX  B3aUMOCBSA3aHHBIX,
B3aMMOJICHCTBYIOIIMX W H3MEHSIOIIMXCS BO BPEMEHHM DJJIEMEHTOB, YCIOBUH U
(akTOpOB, CYIIECTBEHHO 3HAYUMBIX JUJIsl MOHUMAaHMWs W PEHICHUs MPOOJIEMBI
obecrieuenuss Oe3zonmacHoctu [I/Iln UCIIJlu  T'AY PO «l'ocynapcrBeHHas
DKCIEPTU3A TPOEKTOBY.

[Tpu co3maHuMM cHCTEMBI 3allUTHl JOJKHBI YYUTHIBATHCS BCE cladble U
HamOoJiee ys3BUMbIE MecTa cuctembl 00paboTtku II/[H, a Takke xapakrtep,
BO3MOKHbIE OOBEKThI U HAIIPABJICHUS aTaK Ha CUCTEMY CO CTOPOHBI HapyLIUTeNeH
(oco0eHHO BBICOKOKBAJIM(PUIIMPOBAHHBIX 3JI0yMBIIUICHHUKOB), yTH
NpOHUKHOBEeHUs1 B pacnpeneneHHbie cuctembl 1 HCJl k mHpopmanmu. Cuctema
3aIUMTBI JOJDKHA CTPOMTHCS C YYETOM HE TOJIBKO BCEX H3BECTHBIX KAaHAJIOB
nponukHoBeHuss 1 HCJ k uHpopManuu, HO ¥ ¢ y4€TOM BO3MOKHOCTH MOSIBJICHUS
IPUHLKIIMATBHO HOBBIX IyTEeH peanu3anuu yrpo3 0€30nacHOCTH.

KoMmiekcHocTh
KomrnekcHoe MCnoiab30BaHUE METOJIOB M CPEACTB 3alIUTHI MPEAIOIaract

COTJIACOBAHHOE MPUMEHEHUE PA3HOPOIHBIX CPEACTB MPU MOCTPOCHHUH LEIOCTHOM
CHUCTEMbI 3alllMThI, TMEPEKPHIBAIOIICH BCE CYIIECTBEHHBIC (3HAUUMbBIC) KaHAJIbI
peanu3anuyu yrpo3 W HE cojJepiKalmiei ciaabblX MECT Ha CThIKaX OTACIBHBIX e
KOMIIOHEHTOB.

3ammTa 10HKHA CTPOUTHCS SIISTOHUPOBAHO. (715 KaKI0ro KaHamsa yTeuku
uHDoOpMaIUU W IS KaXIOH yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATh
HECKOJIbKO 3alUTHBIX pyOexei. Co3lanne 3alUTHBIX pyOekel OCyIeCTBISETCS C

Y4€TOM TOTIO, YTOOBI A1 UX MIPCOMOJICHUA IMOTCHUHWAJIbHOMY 3JI0OYMBIIIJICHHUKY
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TpeboBaIMCh TNPOGEeCcCUOHANbHBIE HAaBBIKM B HECKOJIBKHX HEB3aHMOCBS3aHHBIX
00JacTsX.

BremHsst 3ammra AomKHA oOecTieunBaThCS (DU3MUECKUMHU CPEIACTBAMM,
OpraHU3allMOHHBIMU M MPaBOBbIMU MepaMu. OJHUM U3 Hauboliee YKPEIUICHHBIX
pyOexeil mpu3BaHbl OBITH CPEICTBA KPUIITOTPAPUUECKON 3alIUTHI, peaIN30BaHHbIC
¢ wucnoyib3oBanuem TexHoinoruu VPN. IlpukinagHol ypOBEHb  3allUTHI,
YUUTHIBAIOMINN OCOOCHHOCTH TPEIMETHOM OOJACTH, MPEICTaBIsET BHYTPEHHUN
pyOEK 3aIUTHI.

HenpepsiBHOCTD 3amuThl I1/1H
3amura [I/[H — HEe pa30oBoe MEpPONPHUITHE U HE MPOCTasi COBOKYMHOCTH

MPOBEJICHHBIX MEPOIPUATUN U YCTAaHOBJICHHBIX CPEJICTB 3aIUThI, @ HEMPEPHIBHBIN
L[EJICHAINIPABJICHHBIM MPOLECC, MNPEANOJArarllliil MPUHITHE COOTBETCTBYIOLIUX
Mep Ha Bcex atanax xu3HeHHoro nukia UCI/IH.

NCIIdH nom&HbI HAXOAUTHCA B 3aILUIIEHHOM COCTOSIHUM Ha MPOTSKEHUH
BCET0 BpEeMEHU MX (PYHKIIMOHUPOBAHUA. B COOTBETCTBUU C ATUM MPUHIIUIIOM
JOJDKHBI NPUHUMAThCS Mepbl 1o  HemonymeHuto nepexoma HMCII[H B
HE3aIHUIIEHHOE COCTOSIHUE.

BonbIMHCTBY (U3MYECKUMX W TEXHUYECKUX CPEICTB 3alllUTHl IS
3G ()EKTUBHOTO  BBHIMOJHEHUS CBOMX (YHKIHMM HeoOXoauma  IOCTOSTHHAs
TEXHUYECKas u OpraHU3alOHHAS (amMHUHHECTpATHUBHAS ) NoAiepKKa
(cBOeBpeMeHHasi CMEHa M O0ecCIeueHHe MPABWIBHOTO XpPaHEHUs U MPUMEHEHHS
WMEH, TapoJied, KIIYer Mmu(poBaHus, NEPEONpeaeiCcHUe MOJTHOMOYUN U T.IL.).
[lepeppiBbI B  paboTe CpPEACTB 3allUThl  MOTYT OBITb  HMCIOJIb30BaHbI
3JIOYMBIIIJICHHUKAMU IS aHAJIN3a MPUMEHSEMBbIX METOJOB M CPEIICTB 3AIMTHI,
JUIS BHEJPEHUS CIICHUANIBHBIX MPOTPAMMHBIX U annapaTHBIX "3aKIaoK" U JIpyrux
CPEACTB  NPEOAOJICHUS  CHUCTEMBbI  3alllUThl  TIOCJI€  BOCCTAHOBJICHUS €€

(GYHKIITMOHUPOBAHMS.
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CBOeBpeMEHHOCThH
[Ipenmonaraer ynpexIaronuii XapakTep Mep obecredeHusi 0e30MacHOCTH

[1/1H, TO ecTh MOCTAaHOBKY 3aj1a4 1o komIiuiekcHou 3amure UCII/IH u peanuzanuio
Mep obecnieuenus: Oe3onacHoctu [1/In Ha pannux craausx pazpadborku UCIIIH B
IIE€JIOM U €€ CUCTEMBI 3aIUThI HH()OPMAITUH, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIUThI T0KHA BECTUCH MapajuIesIbHO ¢ pa3paboTKOM
U Pa3BUTHEM CAMOW 3alllMIIaeMON CHUCTEMBbI. DTO IMO3BOJHUT y4ecCTbh TPEOOBaHUS
0€30MacHOCTH MPU MPOCKTUPOBAHUM APXUTEKTYPHI U, B KOHEYHOM CYETE, CO3/1aTh
Ooonee a¢dexkTuBHbIE (Kak [0 3aTpaTaM pPECypcoB, TaK M IO CTOHWKOCTH)
3aIIMIIECHHBIE CUCTEMBI.

HpeeMCTBeHHOCTL H COBEPIICHCTBOBaAHUE
Hpez[nonararoT IMOCTOAHHOC COBCPHICHCTBOBAHHC MCP M CPCACTB 3alllUTHI

nH(pOpMallMu HA OCHOBE MPEEMCTBEHHOCTH OPTraHU3AlMOHHBIX U TEXHUYECKUX
pelieHuii, KaapoBoro cocrtaBa, aHanmu3a ¢yHkuuonupoanus WCIIn u ee
CUCTEMbl 3alIUThl C yYETOM HM3MEHEHHWW B METOJaX W CpEACTBaxX IepexBaTa
uHpopMaliu, HOPMATHUBHBIX  TpeOOBaHMI MO  3alUTe, JOCTUTHYTOTO
OTEYECTBEHHOT'O M 3apyOEKHOTO OIBITa B ATOM 00JIaCTH.

IlepcoHaibHAs OTBETCTBEHHOCTDH
[Ipeanonaraer  BO3JIOXKEHUE  OTBETCTBEHHOCTHM  3a  oOecreyeHue

6e3onmacHoctu [I/IlH w cuctembl nx 0OpabOTKM Ha KaXJAOTO COTPYIHUKA B
npeesiax ero MoJHOMOYMNA. B COOTBETCTBUU ¢ ATUM MPHUHIIMIIOM paclpeeiicHue
npaB U O0S3aHHOCTEW COTPYAHHKOB CTPOUTCS TaKMM 00pa3oMm, 4yTOOBI B Cirydae
J1000TO HApyIICHHWs KPYyr BHHOBHHUKOB OBLI YETKO WM3BECTCH WM CBEICH K

MUHUMYMY.
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IpuHIMI MUHEMHU3ALMHA TIOJTHOMOYHUM
O3HavaeT mpeAoCTaBICHUE MOJIL30BATENSIM MUHUMAJBLHBIX MIPaB JOCTyNa B

COOTBETCTBHH C IIPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE MPUHIIUIIA «BCE,
YTO HE Pa3peuICHO, 3aPEUICHO.

Hoctyn x IIJIH nomkeH mpeaocTaBiIsThCS TOJBKO B TOM cliydae U 00beMe,
€CIIM ATO HEOOXOAUMO COTPYIHHMKY JUIS BBITIOJHEHUS €ro JOJDKHOCTHBIX

00513aHHOCTEN.

B3aumonaencTeue U COTPYAHUYECTBO
[Ipeanonaraer co3gaHue OJaronpusTHOM arMochepbl B KOJUIEKTUBAX

noApaszaeiaeHuid, obecneunBammmx aearenbHocth  MCIIJIH I'Ay PO
«l'ocymapcTBeHHasi OKCIEpTH3a IMPOEKTOB», JJIsl CHWKEHUS BEPOSITHOCTH
BO3HMKHOBEHUSI HETATUBHBIX JCHCTBUN CBA3aHHBIX C YEJIIOBEUECKUM (PAKTOPOM.

B Takoii 00CTaHOBKE COTPYIHUKH JIOJDKHBI OCO3HAHHO COOJIOJATh
YCTAHOBJIEHHBIE TMpaBWJIAa M  OKa3blBaTh  COJICCTBHE B  JIESITEIBHOCTH
Mo/Ipa3/ieNIeHu TEXHUUECKOU 3aIUThl HHPOPMAIIHH.

I'mokocTb cucrembl 3amuThl 11/IH
[IpuHsaTEIE MEphl M YCTAHOBJICHHBIC CPEJICTBA 3alllUThl, OCOOCHHO B

HaYaJIbHBIN MEPUOJI X IKCIUTyaTalliy, MOTYT 00ECTICUrBATh KaK YpE3MEPHBIN, TaK
W HEJAOCTAaTOYHBIH ypOBEeHb 3ammMThl. J[a oOecrnedeHuss BO3MOXKHOCTH
BapbUPOBAHUSI YPOBHEM 3alIUIICHHOCTH, CPEACTBA 3alUTHI JIOJDKHBI 00J1a7aTh
onpeesIeHHOM THUOKOCThI0. OCOOEHHO Ba)XKHBIM ITO CBOMCTBO SIBISICTCS B TEX
ClIyJasiX, KOTJia YCTaHOBKY CPEJICTB 3alllUThl HEOOXOIUMO OCYIISCTBISATH Ha
paboTtaroriyro  cCUCTeMy, HE  Hapymas Tmpolecca €€  HOPMaJIbHOTO

(GyHKIHOHUPOBAHMUS.
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OTKpLITOCTL AJITOPUTMOB 1 MEXaHU3MOB 3allIMThI
CYTL IMPpUHOUIIA OTKPBITOCTHU AJITOPUTMOB U MCXAaHU3MOB 3allIUTBI COCTOUT B

TOM, 4YTO 3alllUTa HE JOJDKHA OOECIeUMBATHCS TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOM OpraHW3allid M aJIrOPHUTMOB (YHKIIMOHUPOBAHHUS €€ ITOJCHUCTEM.
3HaHWE aNTOPUTMOB PaOOTHI CHCTEMBI 3aIIUTHl HE JOJDKHO JaBaTh BO3MOKHOCTH
ee npeoaoJieHus (Haxe aBropam). OgHaKo, 3TO HE O3HA4YaeT, YTO MHPoOpMaLUs O
KOHKPETHOM CHCTEeMeE 3alUThI JT0JKHA OBITh OOIIETOCTYITHA.

HpOCTOTa IMPUMEHECHHUSA CPEACTB 3allUThI
MexaHu3MbI 3alllUTbl AOJI?’KHBI OBITH HWHTYUTHUBHO IIOHATHBI W IIPOCTHI B

uCroyib30BaHuu. [IpuMeHeHne cpeicTB 3allMThl HE JODKHO OBITh CBSI3aHO CO
3HAHUEM CHEIUANIbHBIX S3BIKOB WJIA C BBINOJHEHUEM JEUCTBUIM, TpeOyIomux
3HAUUTEIBHBIX  JIOTIOJHUTENBHBIX  TpyAo3aTpaT TMpu  OObIYHONW  paboTe
3apETUCTPUPOBAHHBIX YCTAHOBJICHHBIM TMOPSJIKOM TMOJIb30BaTeNel, a TakKe He
JIOJDKHO TPeOOBATh OT TMOJIb30BATEINS BBHITOJIHEHHS] PYTUHHBIX MAJIOTIOHSATHBIX €MY
onepainuil (BBOJ HECKOJIBKUX MApoJie U UMEH U T.J.).

JloibkHa JOCTUTaThCS aBTOMATH3allMsl MaKCHUMaJIbHOTO YHCIAa JeHCTBUI

nosib3oBareneit u agmuuuctparopos UCIIIH.

HayuHast 000CHOBAHHOCTH U TEXHUYECKAS Pean3yeMoCThb
NudopmarimoHHbie TEXHOJIOTHH, TEXHUYECKUE W MPOTPAMMHBIE CPEICTBA,

CpeACTBa U Mephl 3allUThl WH(POpPMAIMU JOJDKHBI OBITh peaju30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTUS HAYKH U TEXHHKH, HAYYHO OOOCHOBAHBI C TOUYKH
3pEeHHSI JOCTHKEHHUS 3aJJaHHOTO YPOBHS OE€30MacHOCTH WMH(OpPMalMKM U JOJKHBI
COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHUAM 110 0€30MacHOCTH
IT/1n.

C3I1/In gomkHa OBITH OPUEHTUPOBAHA HA PEIICHUS, BO3MOXHBIE PUCKHU IS
KOTOPBIX M MEphl MNPOTUBOJACUCTBUSI ITUM pHUCKAM MPOUUIM BCECTOPOHHIOIO

TEOPETUYECKYIO U IPAKTUUECKYIO ITPOBEPKY.



29

Crneunanu3anus v npopeccuoHaTu3M
[Ipeanonaraer mpuBiedYeHHE K pa3padOTKE CPEICTB U peaju3aliud Mep

3aUThl  WH(OpMAIMU  CICNHAIM3UPOBAHHBIX  OpraHU3alMi,  HamboJee
MOJATOTOBJICHHBIX K KOHKPETHOMY BHJly JESTEIBHOCTH MO OOECIECUCHHIO
oe3onacHoctu [1/]H, MMEIOMUX ONBIT NPAKTUYECKOW PabOThl U TOCYAApPCTBEHHYIO
JULEH3UI0 Ha TMpaBO OKa3zaHWs yclIyr B 3ToM obOmactu. Peanuzanus
aIMUHUCTPATUBHBIX MEp M  JKCIUIyaTalus CpPEACTB  3allUThl  JIOJDKHA
OCYIIECTBISITHCA NMPO(ECCHOHANBHO MOJATOTOBJICHHBIMU crienuanuctamu ['AY PO
«l"ocynmapcTBeHHas dKCIIepTr3a pOEeKTOBY.

00513aTeILHOCTH KOHTPOJIA
[Ipenmonaraer 00s3aTETPHOCTP W CBOCBPEMEHHOCTHh  BBISBICHUS U

IpECeUeHUs] TMOMNBITOK HapyILICHWs YCTaHOBJIEHHBIX MpaBuUi oOOecreueHus
oe3zonacHoctu [IJ[H Ha OCHOBE HCHOJB3YEMBIX CHCTEM U CPEACTB 3aIUTHI
uHGOpMallMl TPU COBEPILICHCTBOBAHUM KPUTEPUEB U METOJOB  OLICHKHU
() PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KoHTposib 3a A€sATeNbHOCTBIO JIFOOOT0 MOJIb30BaTeNsd, KaXXIO0ro CpeicTBa
3alIUThl 1 B OTHOIIECHUU JIFOOOTO OOBEKTa 3alUTHl JIOJDKEH OCYLIECTBIISITHCS Ha
OCHOBE NMPUMEHEHHUSI CPEJCTB ONEPATUBHOTO KOHTPOJS U PETUCTPALMU U JOJDKEH
OXBAaThIBaTh KaK HECAHKI[MOHHUPOBAHHBIE, TaK W CAHKUHMOHUPOBAHHBIC JEUCTBUS

OJIL30BaTEJIEH.
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6 Mepbl, MeTOABI M CPeACTBA o0ecnedyeHusi TPeOyeMoro ypoBHsi
3aIUIIEHHOCTH

Ob6ecnieueHne TpeOyeMOro ypoBHsI 3alUIIEHHOCTH JOJIKHOCTU JIOCTUTAThCS
C UCIOJIb30BAaHUEM MEp, METOJIOB U CpeACTB Oe3omacHocTH. Bce Mepsl
obecrnieuenus 6ezonacHoctr MICII/{n nompaznenstores Ha:
— 3aKOHOJIaTeNbHBIE (ITPABOBLIC);
— MOPAJIbHO-ITUYECKUE;
— OpraHu3aloHHbIE (aIMUHUCTPATUBHbIC);
— (usnyeckue;

— TEeXHHUYECKHUE (amnmapaTHbIe U IPOTPAMMHBIC).

3akoHoaaTeIbHBbIE (IPAaBOBbIE) MEPbI 3AIUTHI
K npaBoBbIM MepaM 3alIUThl OTHOCATCS JCHCTBYIOIIUE B CTPAaHE 3aKOHHBI,

yKa3bl U HOPMATUBHBIE AKThI, perjJaMeHTUpPYIOIIKE MpaBuia oopamenus ¢ [1/1H,
3aKpEIUISIONIE MpaBa U 00s13aHHOCTH YYaCTHUKOB MH(OPMALIMOHHBIX OTHOILIEHUH
B IIporiecce ee OOpadOTKM W UCIOJIB30BaHUS, a TaKXe YCTaHABIUBAIOUIUE
OTBETCTBEHHOCTh 3a HApYIIEHUS OTUX MPaBWI, MPEHSATCTBYS TEM CaMbIM
HEIIPpaBOMEPHOMY  HcnoJbp30BaHuio [IJ[H w sBisrommecs caepKUBarOIUM
(akTOpOM JIJ1s1 IOTEHLMAJIBHBIX HAPYIIUTEIEH.

[IpaBoBblE  MEpBI  3alIATBI HOCAT B  OCHOBHOM  YIIPEXKJIAMOLIUM,
npOPUIAKTHYECKUH XapaKTep U TpeOyIOT MOCTOSHHON Pa3bsiCHUTEIBLHOM paboOThI C
MOJI30BATENSIMU M OOCITYKUBAIOIIMM MEPCOHATIOM CUCTEMBI.

MOpaJILHO-Z)TI/l‘IeCKI/Ie MEPbI 3allUThI
K MOPAJIbHO-OTHYCCKHUM MEpaM OTHOCATCA HOPMbI IIOBCACHHUS, KOTOPLIC

TPAAUILIMOHHO CJIOKUIIMCh WM CKIIAJIBIBAIOTCA MO Mepe pacupoctpanenus OBM B
CTpaHe WJIH OOmecTBe. OTH HOPMBI OONBIIEH YaCTbIO HE  SBISIOTCS
00s13aTeNIbHBIMM, KaK 3aKOHOJATEJIbHO YTBEPIKIECHHbIC HOPMATHUBHBIC AaKTHI,
OJIHAKO, WX HECOOIIIOJICHWE BEAEeT OOBIYHO K MAJCHUIO aBTOPUTETA, MPECTHXA

YCJIOBCKA, I'PYHIIbI JIMI[ UJIM OpTraHU3alluH. MOp&HLHO-BTH‘I@CKI/Ie HOPMBI OBIBAIOT
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KaK HemucaHble (HanpuMmep, OOLIeNpru3HaHHbIE HOPMBbI YECTHOCTH, NATPUOTU3MA U
T.I.), TaK U MHCaHbIE, TO €CThb O(OPMIICHHBIE B HEKOTOPBI CBOJ (YCTaB) MpaBUIl
WJIU TIPEATIMCAHNMN.

MopanbHO-3TUYECKHE MEpbl 3allUThl SBIAIOTCS NPOPUIAKTUUYECKUMU HU
TpeOYIOT MOCTOSIHHOW pabOThI MO CO3/1aHUIO 3JJ0POBOTO MOPAIbHOIO KJIMMAaTa B
KOJUIEKTUBAx IoApasieieHuil. MOpabHO-ITUYECKUE MEphbl 3allUThl CHUXAIOT

BCPOATHOCTb BOSHUKHOBCHHA HCTATHBHBIX ﬂCﬁCTBHﬁ CBA3aHHBIX C YCJIIOBCUCCKHUM

(bakTopoM.
OpranuzaunoHHble (AAMUHUCTPATHBHbIE) MEPbI 3aIIUTHI
OpranuzaniioHHbie (aAMUHUCTPATUBHBIE) MEPBHI 3alUTBl - 3TO MEPhI
OpraHU3alMOHHOIO xapakrepa, periaMeHTHPYIOIINE MPOLIECCHI

¢bynkunonupoBanuss MUCIIIH, ucnons3oBanne pecypcoB MCII/IH, nesTeabHOCTD
00CITy’KMBAIOIIETO MEepPCOHaa, a TaKKe MOPSAOK B3aUMOJICHCTBUS MOJIb30BaTeNIEH
¢ UCII[x Takum oOpa3oM, 4TOObl B HauOOJbIIEH CTENEHW 3aTPYIHUTH WU
UCKJIIOUYUTh BO3MOKHOCTh pPeaM3alluy yrpo3 0€30NacCHOCTH WM CHU3UThH pa3Mep
IIOTEPH B CIIydae UX peaju3alyi.

['maBHass ueab aaIMUHUCTPATUBHBIX Mep — cdopmupoBath llomuTuky
uHdopmarmonHonr Oe3omacHoctu [IJIH (OTpakaromIyr0 TOAXOAbI K 3alUTe
uH(popMaIuu) U 00ECTICUUTh €€ BHITIOJIHEHUE, BBIACISISI HEOOXOIUMBIE PECypChl U
KOHTPOJIUPYS COCTOSIHUE JIETI.

Peanuzanms [lomutuku nadopmarnmonnoit 6e3onmacHoctu [1/In B8 MCIIIn
COCTOSIT U3 MEp aIMUHUCTPATUBHOTO YPOBHS U OPraHU3aI[MOHHBIX (MPOIIEAYPHBIX)
Mep 3alIUThl UHQOpMaIUK.

K agMHHHCTpaTUBHOMY YpPOBHIO OTHOCSITCS PEIIEHHS PYyKOBOZCTBA,
3aTparuBatomue aearenbHoctb UCII/IH B nenom. OTU pelieHus 3aKpervisitoTcs B
[Tonutuke mHpopmannoHHON Oe3omacHOCTH. [IpumMepoM Takux pereHuid MOTyT

OBITH:



32

— TPUHATUE pelIeHUs: 0 POPMUPOBAHUU UITU NTEPECMOTPE KOMILJIEKCHOM
nporpammbl  obecrieuenus  OezonacHoctu  [IJIH, omnpenenenue
OTBETCTBEHHBIX 34 €€ peaTnu3aluio;

— (dopmynupoBaHue  IeNei, IOCTaHOBKA  3a7ad, OIpelescHUue
HaIpaBJICHUN 1eaTebHOCTH B 00acTu 6e3omacHoctu [1/1H;

— NOPUHATHE PEHIEHWH IO BOMNPOCAM pEAIM3ALUUA  MPOrPAMMBI
0e30macHOCTH, KOTOpBIE paccMmaTpuBaioTcs Ha ypoBaHe ['AY PO
«l'ocymapcTBeHHAas SKCIIEPTU3a IIPOECKTOB» B LIEIIOM;

— ofecrieueHre  HOpMaTUBHOM  (mpaBoBOM)  0a3bl  BOIPOCOB
0€30MacHOCTH U T.II.

[Tonutrka BEepXHEro ypOBHSA JOJKHA YETKO OYEPTUTH cdepy BIUSHUA U
OTpaHUYCHHUSI TIpU OmpeeeHuu 1ene oezonacHoctu I1/[H, onpeaenuTs KakuMu
pecypcamu (MatepualbHble, TEPCOHAT) OHM OYAYT JOCTUTHYTHI M HaWTH
pa3yMHBII KOMIIPOMHCC MEXIy NPHEMIIEMbIM YpOBHEM O€30MacHOCTH U
¢dbynkunonansHoCThI0 UCIT/H.

Ha opraHu3animoHHOM ypOBHE OIPEACISIIOTCS IPOUEAYpPbl W MpaBHIIA
JOCTIDKEHUSI 11esiel u pemenus 3aaa4 [lomutuku nadopmanmonHoi 6e30macHOCTH
[1/I1. DT paBua ONpPeneIAIOT:

— KakoBa 00JacTh MPUMEHEHUS OJUTUKH Oe3onacHocTu [1]/1H;

— KaKOBBI POJIM U OOS3aHHOCTH JOJKHOCTHBIX JIWII, OTBEYAIOIIUE 32
npoBejieHre MoauTuku 0e3onacHocty I1/[H, a Tak ke UX yCTaHOBUTH
OTBETCTBEHHOCTb;

— KTO umeer mpasa gocryna K [1/1H;

— KakuMU ME€paMHM U cpelicTBaMu obecrieunBaeTcs 3ammra [1]1H;

— KakuMU MepaMH U CpeICTBaMU OOECIeYMBACTCS KOHTPOJIb 34
COOJTI0/IEHEM BBEJICHHOTO PeXUMa O€30TTaCHOCTH.

OpFaHI/ISaHI/IOHHBIe MCPBI JOJIKHBI:
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— TpeAyCcMaTpuBaTh  perjiaMeHT HWH()OPMAIMOHHBIX  OTHOILICHUM,
UCKJIFOYAIOIINX BO3MOXHOCTh HECAHKIIMOHHPOBAHHBIX [JIEUCTBUU B
OTHOIIIEHUU OOBEKTOB 3AIIUTHI;

— ONpenensaTh KOAJTULUHUOHHBIE U MEPAPXUUYECKUE MPUHIUIIBI U METOIBI
pasrpannyeHus nocrtyna k I[1J1H;

— OmNpeaensaTh MOPSAOK paboOThl C MPOrPAMMHO-MATEMaTHYECKUMU U
TEXHUUYECKUMH (aMMapaTHbI€) CPEACTBAMU 3AIIUTHI U KPUNTO3ALIUTHI
U JPYTUX 3allUTHBIX MEXAHU3MOB;

— opranu3oBaTh Mepbl mpotuBoneiictBuss HCJ[ monws3oBarensimu Ha
ATamnax ayTeHTU(DUKALINH, aBTOpH3AIINH, uaeHTUPUKAINH,
00€eCreynBaOIIMX TapaHTUH peaju3allud MPaB U OTBETCTBEHHOCTU

CyOBbEKTOB HH(POPMAIMOHHBIX OTHOIICHUH.

OpranuzaioHHbIe MEPBI JOJKHBI COCTOSITh U3:

— pernamenTa gocryna B nomeuienns MCII/Ix;

— MOPSAOK AOMYCKAa COTPYAHUKOB K MCMHOJIb30BaHUIO pecypcoB MCII/Ix
I'AY PO «I'ocynapcTBeHHas SKCIEpTU3a MPOEKTOBY;

— perjaMeHTa IMpoILecCOB BeACHMS 0a3 JaHHBIX M OCYUIECTBJICHUS
MoAu(pUKALMK HHPOPMALIMOHHBIX PECYPCOB;

— perjaMeHTa  MPOIEeCCOB  OOCTY)KMBAaHHSI W OCYIIECTBICHUS
MoAu(UKAIMK aNapaTHBIX U TporpaMmMHubIX pecypcoB UCTI/IH;

— uHcTpykiui mnonb3oBarenet UCII[In (agmunuctparopa WCII/H,
aaIMUHHCTpaTopa 6e3omnacHoctu, oneparopa UCIIIH);

— HHCTPYKIUS TOJb30BAaTENsl MPH BO3HUKHOBEHHHM BHEHITATHBIX
CUTYyaLUH.

— HMHCTPYKIUS MO pa3MEIICHUI0, 000PYI0BAaHUIO U OXpaHE TOMEILECHUM,

rac XpaHiaTcs MEPCOHAIBHBIC NAHHBIC, IO XPAHCHHIO IICPCOHAJIBHBIX
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JaHHBIX Ha 6YM3.)KHI>IX HOCHUTCIIIX U ITOPAOKY pa6OTI>I HCIIOJIHUTEICH

C ICPCOHAJIBHBIMU NAHHBIMU Ha 6YMa}KHBIX HOCHUTCIIAX I/IH(bOpMaHI/II/I.

Du3nyecKue Mepbl 3alUThI
@u3nyecKkne MeEphbl 3allUThl OCHOBAaHbl HA MPUMEHEHHM PA3HOTO pojia

MEXaHUYECKUX, JIEKTPO- WU  DJIEKTPOHHO-MEXaHUYECKUX YCTPOMCTB U
COOPYKEHMH, CHEUMAJbHO NPEJHA3HAYEHHbIX JUId CO3MaHHUA  (PU3MUYECKUX
MPEMATCTBUM Ha BO3MOXHBIX IYTSIX MPOHUKHOBEHUS M JOCTyNa MOTEHIHAIBHBIX
HapyILIUTENIeH K KOMIIOHEHTaM CHUCTEMBl U 3allMIaeMoil MH(pOpMaluu, a Takke
TEXHUYECKUX CPEACTB BU3YaJIbHOTO HAONIOAEHUS, CBSI3M W OXPAHHOU
CUTHAIU3ALUH.

dusnueckas 3amuTa 3JaHUNA, TOMEIIEHUH, OOBEKTOB M  CPEACTB
uH(popmMaTH3auun JOJKHA OCYILECTBIITHCS yTEM YCTaHOBJICHUS
COOTBETCTBYIOIIMX IOCTOB OXPaHBI, C MOMOLIBIO TEXHUYECKUX CPEICTB OXPaHBI
WIK JIOOBIMM JPYTMMHU CIIOCOOaMH, MPEeIOTBpAlalOUMMU WM CYUIECTBEHHO
3aTPYAHSAIONIMMY ITPOHUKHOBEHUE B 3/JaHUE, MOMEIICHUS ITOCTOPOHHMX JIML,
XMIleHHe HWH(GOPMALMOHHBIX HOCUTENEHW, CaMUX CpPEICTB HH(OpMaTHU3alNH,
VCKIIIOYAIOMIMMH HAXOXKJICHUE BHYTPU KOHTPOJIUPYEMOH (OXpaHsIEMOil) 30HBI

TCXHHYCCKUX CPCACTB Pa3BCIAKHU.

AnmnapatHo-nporpamMmMHubie cpeacrsa 3amurTol I1/{n
TexHuueckue (anmapaTHO-IPOrpaMMHBIE) MEpbI 3alIUTHl OCHOBAHBI HA

WCIIOJIb30BaHUN PA3JIMYHBIX JIEKTPOHHBIX YCTPOMCTB U CIEIHATBHBIX MPOrPaMM,
BxoJsamux B coctaB MCITJIH ¥ BBIMOJHSIOMMX (CAMOCTOSATENHHO UM B KOMILIEKCE
C IPYTUMU cpeAcTBaMu) (PYHKIIMH 3amUThl (MACHTU(DUKAINIO U ayTeHTU(DUKAIINTO
MOJIb30BaTeNIC, pasrpaHUyYeHUE JOCTYNa K pecypcaMm, PErucTpaiiuio COOBITHM,

Kpunrorpadguueckoe 3aKpbiTie HHOOPMAITUH | T.11.).
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C ydetoM Bcex TpeOOBaHUI U MPUHIMIIOB oOecrieueHus: 6ezonacHocTy [1/1H

B I/ICHI[H IO BCCM HAIIPABJICHUAM 3alIHUTBI B COCTAB CUCTCMBI 3allIUTBI JOJIKHBI

OBITh BKJIFOUEHBI CJICYIOIINUE CPEICTBRA:

cpeacTBa wacHTU(UKAaMK  (OMO3HABaHUSA) M ayTeHTU(PUKAIIUU
(moaTBepkACHUS MOAIMHHOCTH) nojib3oBateneit MCII/IH;

Cpe/acTBa pasrpaHUyYeHUS JOCTyTa 3apeTrUCTPUPOBAHHBIX
nonb3oBarenei cucrembl Kk pecypcam  HCIIJn T'AY PO
«l"ocynapcTBEHHAs IKCIIEPTHU3A TPOEKTOBY;

CpelCcTBa OOECIEUYEHUs] M KOHTPOJISI IEJIOCTHOCTH MPOTrPaMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

CpElICTBa OINEPATUBHOTO KOHTPOJS W PErUCTpallud  COOBITHIA
0e30I1aCHOCTH;

Kpunrorpaduueckue cpeactsa 3amuthl [1/1H.

YcnemnHoe INPUMCHCHHUC TCXHHYCCKHUX CPCACTB 3alllUTbl HAa OCHOBAHHH

OPUHIMNOB (pa3fen 5) mpeanosaraet, 4To BBINOJTHEHUE MEPEUYHMCIICHHBIX HUXKE

TpeOOBaHU O0ECIEUEeHO OPTraHU3alMOHHBIMU (aJIMUHUCTPATUBHBIMU) MEpaMU U

HCIIOJIB3YCMBIMHA (1)H3H‘-I€CKI/IMI/I CpCACTBAMM 3alIHUTHI:

obOecnieueHa ¢uzudeckas 1eI0cTHOCTh Bcex koMmnoneHT MCII/IH;
KaKapld  coTpyaHuk  (mosb3oBarens UCII[H) wnm  rpynma
MOJIb30BaTENICl MMEET YHUKAJIbHOE CUCTEMHOE UM WU MUHHMAJIbHO
HEOOXOAWMBIC ISl BBINIOJHEHUS WM CBOMX (PYHKITMOHAIBHBIX
00s3aHHOCTEN MOJTHOMOYHS MO JIOCTYIY K PECYpCaM CUCTEMBI;

B UCIIIn T'AY PO «locynapcTBeHHas SKCHEPTU3Aa IPOEKTOB)
pa3paboTka W OTJIaJKa TMPOTpaMM OCYIIECTBIISIETCS 3a MpeaeiamMu
HCIIJIx, Ha UCTIBITATEILHBIX CTCHAAX;

BCC W3MCHCHMS KOH(MUTYypallud TEXHUYECKHMX ¢ TPOTrPaMMHBIX
cpeacts UCIIIH mpou3BOAATCS CTPOrO YCTAHOBJIIEHHBIM MOPSIKOM

(perucTpupyroTcs W KOHTPOJUPYIOTCS) TOJBKO Ha OCHOBAaHUU
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npuka3zoB pykoBoactBa I'AY PO «l'ocymapcTBeHHass SKcnepTU3a
IIPOEKTOBY;

— CceTeBoe o0opynoBaHue (KOHLIEHTPATOPHI, KOMMYTaTOpBHlI,
MapIIpyTU3aTOPHI U T.I1.) paclojiaraeTcsi B MecTax, HeJIOCTYIHbIX JJIs
MOCTOPOHHMX (CHEIUATBHBIX TOMEIICHUSIX, Kadax, u T.11.);

— cneuuamuctamu ['AY PO «J'ocynapcTBeHHas: dKcnepTrU3a IPOEKTOBY
OCYILIECTBIISIETCA HEMPEPHIBHOE YIPABICHUE WU AJMUHHCTPATUBHAS

IMoAACPIKKa (I)YHKHI/IOHHPOBaHI/ISI CpCACTB 3allIUTHI.
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7 Kourpoas 3¢pdexrusnocru C3IIn

Koutpons sddextuBnoctn  C3II[Jn  gomxkeH  ocymiecTBiseTcss Ha
nepuoanyueckoil  ocHoBe. llenmbio  KoHTponss A EeKTUBHOCTH  SBIAETCA
CBOCBPEMEHHOE  BBISIBJICHHME HEHa[Iexkammx pexumMoB pabdotel  C3IIH
(oTKJIIOUEHHE CPENCTB 3aIIUTHI, HAapyLICHUE PEKUMOB 3aIIUTHI,
HECAHKIIMOHUPOBAHHOE M3MEHEHUE peXUMa 3alMThl W T.OI.), a TakK
IIPOTHO3UPOBAHUE W  IPEBEHTUBHOE pPEArupoOBaHUE HA HOBBIE  YIPO3bI
oe3omacuoctH I1/1H.

KoHTposib MOXET NpOBOAUTHCS KaK aJIMHHHCTpAaTOpaMu Oe30MacHOCTH
HUCITIln  (omepaTUBHBI  KOHTpPOJb B  Mpouecce  HUHPOPMALUOHHOTO
B3aumojielicteust B MCIIJIH), Tak ¥ mpUBJICKAeMbIMH JJIsi JTOM LENHU
KOMIICTEHTHBIMA ~ OpPraHU3alMsIMHU, HMEIOIIUMUA JIMIEH3UI0 HAa O3TOT BUJ
nestenpHocTH, a Takke DPCTOK Poccum m @®CHb Poccum B mpenmenmax ux
KOMIICTCHIIMH.

KoHTposib MOXKET OCYIIECTBISTHCS aAMUHUCTPATOPOM O€30MaCHOCTH KaK C
MOMOIIIBI0 IITATHBIX CPEACTB CUCTeMbl 3amutbl [IJ][H, Tak W C MOOMOUIBIO
CIIELIMAJIbHBIX ITPOIPAMMHBIX CPEJICTB KOHTPOJISL.

Ouenka 3¢ dextuBHOCTH Mep 3amuThl [IJ[H TPOBOAUTCS C UCMOIBL30BaHUEM
TEXHUYECKUX W NPOTPAMMHBIX CPEICTB KOHTPOJS Ha MPEAMET COOTBETCTBHUSA

YCTaHOBJICHHBIM TPEOOBAHUSIM.
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8 Cdepsl oTBeTcTBeHHOCTH 32 Oe3onacHocTh I1/IH

OTBETCTBEHHBIM 3a pa3padOTKy Mep M KOHTPOJb Haja oOecredeHueM
0e30MacHOCTH TEPCOHANBHBIX JaHHBIX sBisieTcss pykoBoactBo ['AY PO
«l"ocynapcTBeHHas IKCIEPTU3a MTPOEKTOB». PyKOBOIUTENb MOXKET JI€JIETUPOBAThH
4acTh MOJTHOMOYHUHN MO 00ECIICYEHHIO OE30ITaCHOCTH MEPCOHAIBHBIX TaHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOIMUTENS  BKJIIOYAET  CIEIYIOLIUE
HarnpanJieHus o0ecnieueHus: oezonacHoctu [1J[H:

— IlnanupoBanue W peanuzanus Mep MO OOECHEUYEHHIO 0€30MaCHOCTH
I11H;

— Amnanus yrpo3 6e3onacHoctu [1/1H;

— Pa3zpabotky, BHeApeHHUE, KOHTPOJb HCIIOJHEHUS U TOAJCpKaHUE B
aKTyaJlbHOM  COCTOSIHUM  TOJUTUK, PYKOBOJICTB,  KOHIIECIIIUA,
MpONEAYp, PErJIaMEHTOB, MHCTPYKIHUM U JIPYTUX OpPraHU3aIMOHHBIX
JIOKYMEHTOB MO 00ecCIeueHnI0 O€30MacHOCTH;

— OO06yuenue n uHbopmupoBanue noisb3oBarenein MCIIJIH, o mopsake
paboTsl ¢ [1JIH u cpencTBaMu 3allIUThI,

— IlpenotrBpaiiieHre, BBISBICHHE, pEarupoBaHUE U pacclieIOBaHUE
HapymieHui 6e3onacHoctu [1/1H.

[Ipy B3aWMOAEMCTBUU CO CTOPOHHMMH OpPTaHM3ALMSIMU B CIydasX, Korja
COTPYJIHUKAM ATUX OpraHU3alui MPEeAoCTaBISETCS JOCTYN K OOBEKTaM 3allUThI
(pazmen 3), ¢ TUMU OpTraHMU3AIUSIMU JODKHO OBITh 3aKimoueHo «CorjameHue o
KoH(puaeHuuanpHoctTny», Jmbo  «CornameHue O  COOJIOJEHUU  pexuMa
oe3onacuoctu I1J{ npu BeimoaHeHun padotr B MCII/Ia». IToaroroBka THUITOBBIX
BAPDUAHTOB JTUX COTJIAUEHUHA OCYLIECTBIAETCS IOpUCTAMU I'AY PO

((FOCY)IapCTBCHHaSI OKCIIECPTHU3a IIPOCKTOB.
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9 Moaeab HApyIIMTEIs1 0€30MACHOCTH

ITon Hapymutenem B 'AY PO «l'ocygapcTBeHHast 3KCHEpTH3a MPOEKTOB)»
MMOHUMAETCSl JIMIO, KOTOPOE B PE3YyJIbTATE YMBIILICHHBIX WM HEYMBIIIJIEHHBIX
JNEHUCTBUNA MOKET HAHECTH yIIepO 00BEKTaM 3aIUTHI.

Bce Hapymurenu nenstcs Ha ABE TPYIIIIbL:

— BHEIIHUE HapylmuTenu — (U3MYECKUE JIMIA, HE UMEIOIIUE MpaBa
npeObIBaHUSI HA TEPPUTOPUM KOHTPOJIUPYEMOM 30HBI, B IMpejenax
KoTopoi pasmemaercs obopynoBanue MCIIJIH, a Tak ke XpaHATCS
[1/1T1 Ha OyMaXXHBIX HOCUTEIISX;

— BHYTPCHHHE HapylmuTenu — (QuU3nyeckue Juila, UMEIOIUE MpaBo
npeObIBaHUS Ha TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B Mpejenax
KoTopoi pasmemaercs obopynoBanue MCIIJIH, a Tak ke XpaHATCS
[1/TH Ha OyMa)XXHBIX HOCUTEIISIX.

Knaccudukanus  HapymmTenei mpenactaBieHa B Mogenn  yrpos

0€30MacCHOCTH MEPCOHATBHBIX JIAHHBIX.
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10 Moaean yrpo3 6€30nacHOCTH

Hna UCIIIe TAY PO «locymapcTBeHHass SKCHEpPTU3a IPOEKTOB»
BBIICTISIIOTCS  CIEAYIOIIME  OCHOBHBIE  KAaTeropuu  yrpo3  0e€30MacHOCTH
IIEPCOHAIBHBIX TaHHBIX:

— VYTIpOo3BI OT yTEUKHU IO TEXHUYECKUM KaHAJIAM.

— Yrpo3bl HECaHKIIMOHUPOBAHHOI'O JOCTYIA K HH(POPMAaLIHH.

— Yrpo3bl yHUUTOXEHHU, XulleHns annapatHeix cpeacts UCII/In HocuTenen
uH(popmanuu nyrem guznyeckoro gocrymna k anementam UCIT/H.

— VYrpo3sl  XUUIEHWs,  HECAaHKUUOHUPOBAHHOM  MOAM(PHUKAIUU  WJIH
OJIOKUpOBaHUS MHPOpPMAIMU 32 CUET HECAHKIIMOHMPOBAHHOTO JIOCTYyIa
(HCHO) c npumeHeHueM nporpaMMHO-annapaTHbIX U MPOrpaMMHBIX CPEACTB
(B TOM 4HCIIE TPOrpaMMHO-MaTEMAaTHUECKUX BO3ACUCTBUN).

— VYrpo3pl HE MPEIHAMEPEHHBIX JCUCTBHM MOJB30BATENIC W HAPYIICHUN
oesonacnoctu (yukiuonupoBanust UCIIJIn u C3I1JIn B ee cocTaBe u3-3a
cOoeB B MPOrpaMMHOM OOECIEUEHUH, a TAKXKE OT YIrpO3 HEAHTPOIIOIE€HHOTO
(cooeB  ammaparypsl ~ M3-3a  HEGHQJCKHOCTH  DJIGMEHTOB,  cOOeB
ANEKTPOINUTAHUA) U CTUXUUHOTO (YIapOB MOJIHUM, MTOXKAPOB, HABOJAHEHHUMN 1
T.I1.) XapaKkTepa.

— YTrpo3bl IpeIHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYIIUTENEH.

— YI‘pO?;BI HCCAHKIMMOHUPOBAHHOTO AOCTYIIA 110 KaHallaM CBA3H.

Onucanue yrpo3, BEpOSITHOCTh UX pealii3allii, ONaCHOCTh U aKTyaJbHOCTb
npejacTaBieHbl B «Mopgenu yrpo3 O€30MacHOCTH TEepPCOHATIBHBIX JIaHHBIX B

NCITIn».
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11  Mexanusm peaausanuu Iosoxxenus

Peanuzanus  [lonoxkeHus  JOHKHA ~ OCYIIECTBISIThCS ~ HA  OCHOBE
NEPCIEKTUBHBIX MPOTPaMM U IIAHOB, KOTOPBIE COCTABIISIIOTCS HA OCHOBAHUU U BO
UCITOJIHEHHE:

— (denepasbHBIX 3aKOHOB B 00jacTu obecrieueHus WH(POPMAITMOHHOM
0€30MacHOCTH U 3aIlUThl HHPOPMAIINH;

— mnocra”oBieHuil [IpaBurenscrBa Poccniickon @enepanuu;

— PYKOBOJAIIUX, OpraHU3aIHOHHO-PACTIOPSI AU TEITHHBIX u
Meroguyeckux nokyMeHToB @CTOK Poccuu;

— mnotpedbnocteit MCII/In B cpenctBax oOecreueHus OE€30MaCHOCTH

uH(popmanuu.
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12 Ilopsimok padoThl ¢ EPCOHAJIBLHBIMH JAHHBIMHA COTPYAHUKOB

Oo0s13anHOCTH padoToaarTesi

B nemsx ucnonHeHus TpeboBaHMiA 3akoHOAaTeNbcTBa PD mpum oOpaboTke
NEPCOHAIBHBIX JAHHBIX, BCE pPAOOTHUKU YUPEXKACHUS JOJKHBI HCIHOJHATH
YCTaHOBJICHHBIN NOPSAJIOK PaOOTHI:

Pabora ¢ mepcoHalbHBIMH JaHHBIMH PAaOOTHUKOB JOJDKHA HE HapyllaTh
TpeOoBaHUil 3akoHonaTenbcTBa PX®d W JOKaJbHBIX HOPMATUBHBIX aKTOB
OpraHu3allid, U J0JKHA ObITh HETOCPEACTBEHHO CBs3aHa C OCYLIECTBIEHUEM UMH
CBOMX TPYAOBBIX (QYHKIUH.

[Ipu cbope n 00paboTKe MEPCOHANBHBIX JaHHBIX paOOTHHKA pabOTOAATEINb
Homxen pykoBoactBoBatecss Konctutynuen P®, TpynoBeim koxekcom PO u
UHBIMHU (heZiepaabHbIMU 3aKOHAMU.

[lepcoHasibHble JaHHBbIE PAOOTHUKOB MAOJKHBI OBITH MOJYYEHBI TOJIBKO
HENOCPEACTBEHHO y Hero. Ecnu st o0paOoTKU €ro JaHHBIX WM MX MOJTYYeHHs
IOPUBJIEKAECTCS TPETbU JIMLA, TO PabOTHUK JOJDKEH JaTh MpeABapUTEIbHOE
NUCbMEHHOE coracue Ha 3T0. OJHOBPEMEHHO paOOTHUK JOJIKEH ObITh
YBEIOMJIEH O ILIeJisiX cOopa MHGOpMallMU, UCTOYHUKAX €€ IMOJIyuyeHUs, a TaKKe O
MOCJIEICTBUSX OTKa3a OT MPEJOCTABICHHUS NUCBMEHHOIO corjacus Ha cOop
uHdopMaIuu.

[lepconanbHble naHHBIE PAOOTHUKA O €ro MOJUTHYECKHUX, PEIUTHO3HBIX U
UHBIX YOEXKJEHUAX, YaCTHOM KM3HU, a TaK)K€ WICHCTBE B OOLIECTBEHHBIX W
npo(COIO3HBIX OPTaHM3AlMAX HE MOJUIekKAT cOOpY OpraHu3aluel, eciu WHOE He
PEAYCMOTPEHO 3aKOHOJATEIHCTBOM.

3amura TNEepCOHAJIBHBIX JaHHBIX paOOTHUKA JOJKHA OO0ECreYrBaThCA
MOJIHOCTBIO 3a CUeT paboToaaTers.

VYupexxnenue npu npueme Ha padoTy, a TakKe MpU JIFOOBIX HM3MEHEHUSIX
npaBusl pabOTHl C MEPCOHATBHBIMU JAHHBIMU OOS3aHO MHUCHMEHHO 3HAKOMUTH C

HUMU BCEX PaOOTHHUKOB.
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y‘lpe}KILGHI/IC HC UMCCT IIPAaBO IMPHUHYXKIATh pa6OTHI/IKOB K OTKa3y OT CBOHUX

IIpaB Ha 3alIUTY IICPCOHAJIbHBIX JAHHBIX.

Oo6s13aHHOCTH pa0OTHHKA
PaboTHuK 00s3aH:
[lepenate paboTomarento BCE MEPCOHAIbHBIE JaHHBIE, YKa3aHHbIC B
COOTBETCTBYIOIIUX IOKYMEHTAX.
B ycraHOBIE€HHBI MpaBWIaMH CPOK cooOwaTe paboTtojaTento 00

HN3MCHCHHUHU CBOUX IICPCOHAJIBHBIX JTaHHBIX.

Ilepenaya nepcoHAJbHBIX JaHHBIX

[Ipu ocymiecTBIeHUU TepeAaud TIEPCOHANBHBIX JaHHBIX PaOOTHUKOB
TPETHUM JiullaM paboToAaTeb 00sI3aH:

HE CcOoOoOIIaTh TMEPCOHANbHBIE JaHHbIE 0€3 TOJYYEeHHOTO0 MHUCHhMEHHOTO
corjacusi pabOTHHMKA, KPOME CIIy4aeB, KOTJa Takue OOS3aHHOCTU YCTAHOBIICHBI
3aKOHOJIaTEIHCTBOM;

HE TepeaBaTh NEPCOHAIbHBIE JaHHBIE PAaOOTHUKA ISl MCIIOJIB30BAHUS B
KOMMEPYECKUX TIEIISIX;

TpeOOBaTh OT TPETHUX JIUI] COOJIO/ICHUS TTPABUI PabOThI ¢ MEPCOHATHHBIMU
JAHHBIMH, A  TaKKe  MPEJOCTaBICHUS  MUCBMEHHOTO  TOATBEPKICHUS
WCITOJIb30BAHUSI ~ TICPCOHAIBHBIX JIAHHBIX B TOPSIKE, MPEAYCMOTPEHHBIX
HACTOSIIINM TOJIOKEHUEM O 3alUTE TIEPCOHATBHBIX JaHHBIX;

JaBaTh JOCTYNl K TIIEPCOHAIBHBIM JIAHHBIM TOJIBKO JIUIIAM, HMEOIIHM
COOTBETCTBYIOIIUMA JOIMYCK M HCIOJB3YIONIUX WX TOJBKO JUISI BBITTOJTHCHHSI
KOHKPETHBIX ITOJIHOMOYHI;

HEe ucTpedoBaTh WH(GOPMALIMIO O COCTOSHUU 370pOBbs pPabOTHHKA, 3a
WCKIIFOUCHUEM JIaHHBIX, KOTOPHIE MOTYT TIOBJIMSITh Ha WCIIOTHEHHE PAaOOTHUKOM

CBOMX TPY/JIOBBIX 00sI3aHHOCTEM.
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3amuTa nNepCcoHAJbHbIX JAHHBIX PA0OTHHKA

B pamkax peanuzanuu mNyHKTOB Hacrosimiero I[lonoxeHuss o 3ammure
NEPCOHAIBHBIX TAHHBIX PA0OOTHUKOB, PYKOBOAUTEINb YUPEKACHUS U31AET IIPUKA3 O
HAa3HAUYEHUU JIMIA, OTBETCTBEHHOrO 3a COOJIIoJIeHHE TMopsiaKa paboThl ¢
NEPCOHAIBHBIMHU JTaHHBIMH PA0OTHUKOB, HA KOTOPOM JIE)KAaT BCE OOSI3aHHOCTHU IO
oOecrieyeHnt0 KOHGUACHIIMATBHOCTH MOTYUYEHHBIX TaHHBIX, a TAKKE OpraHu3aliu
paboThI C HUMH.

[lepenaua mHpOpMALK TPOUCXOAMUT TOJBKO B MHCBMEHHOM BHJIE. 3aIlpoc
JIOJDKEH OBITh CIeIaH B MHCHbMEHHOM BHJIE C YKAa3aHMEM BCEX PEKBU3UTOB JIUIIA,
3anpammuBaroniero uHpopmamuio. OTBET NOKEH OBITH ClieflaH Ha (PUpMEHHOM
OJIaHKEe Y4YpEeXKIECHHSI M OTIPABIEH JUOO KYphepCKOM ciy:k00H, MO0 3aKa3HbIM
MACHMOM.

Bce mnonyuyeHHblE NepCOHAIbHBIE JAHHBIE JOJDKHBI XPAHHUTHCS B MECTE,
MCKJIFOYAIOIIIEM HECAHKIIMOHUPOBAHHBIX JIOCTYI TPETHUX JIUII.

DONeKTpOHHBIE HOCHUTENW HWHGOPMAIMK, JOJHKHBI OBITh  3alTUIICHBI
KpuntorpaduuecKuMu CpeJICTBaMU 3aIUThl HH(POpMALIIH.

OTBeTCTBEHHOCTH 3a pa3rJianmenne HGopManuu, CBI3aHHOI ¢

NMEPCOHAJIBbHBIMHA JAaHHBIMU paﬁoTHnKa

Jluma, mpu3HAHHBIE BUHOBHBIMU B HapyIICHUH TPEOOBAHHWI HACTOSIIETO
[TonoxxeHus: 0 3alUTe MEPCOHATBHBIX JIAHHBIX PAOOTHUKOM MPUBJIEKAIOTCS K
JUCLUIUIMHAPHOM, aJIMUHUCTPATUBHOM, T'PAXJAHCKO-TPABOBYID M YIOJIOBHOM
OTBETCTBEHHOCTH, B TMOPAJIKE MPEIYCMOTPEHHOM 3aKOHOJATEIbCTBOM P® wu

JIOKaJIbHBIMHX HOPMATHBHBIMHU aKTaMHU.
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13  IHopsiaok padoThl ¢ MEPCOHAJILHBIMH JAHHBIMHM 3asiBUTEJIEH

Iopsiaok moyyenusi 1 06padOTKHU MePCOHATBHBIX JaHHBIX 3asiBUTeJIei

[lon  oOpabGotkoit  II/lH  moHMMaeTcs  TOJNyuyeHHE,  XPAaHEHUE,
KOMOMHUpOBaHUE, Tepelaya Wi JII000e JIpyroe MCHOJb30BaHUE MEPCOHATBHBIX
JAHHBIX 3asABUTEIICH.

PabGoTta ¢ mepcoHajdbHBIMH JAHHBIMHM 3asiBUTENICH JOJDKHA HE HapylIaTh
TpeOoBaHMil 3akoHOAaTenbcTBa P® U JOKaTbHBIX HOPMATUBHBIX  aKTOB
OpraHH3aIlH.

Hcnonp3oBaHre NEPCOHATBHBIX JAHHBIX BO3MOXKHO TOJBKO B COOTBETCTBHUHU
C LIETSIMHU, OMPENSIMBIIMMU UX ToiydeHue. [lepcoHanbHble MaHHBIE HE MOTYT
OBITh UCTIOJB30BAHBI B IEJSIX MPUYMHEHHUSI UMYIIIECTBEHHOTO M MOPAJIbHOTO Bpeaa
rpakjaaHaM, 3aTPyJHEHMs pealv3aliu TpaB U cBoOOa rpaxnaH Poccuiickoit
dbenepauuu.

[Topsimok 06pabOTKM MEPCOHATBHBIX JAHHBIX HA OYMa)KHBIX MaTEepUATbHBIX
HOCHUTENIIX perjaMmeHTupoBaH «MHCTpykMed Mo  XpaHEHUIO MEePCOHATBHBIX
JJAHHBIX Ha OyMaXHBIX HOCUTENIIX U TMOPSAAKY pabdOThl HCIOJHUTENCH C
NEePCOHALHBIMU  JIAaHHBIMH ~ Ha  OYMaXHBIX  HOCUTEISIX  MHGOpMAII,
YTBEPKIAECHHON PYKOBOIUTEIIEM.

ObpaboTka MIEPCOHATBHBIX JTAHHBIX B aBTOMAaTU3UPOBAHHBIX
WH(OPMAITMOHHBIX CUCTEMaX OCYIIECTBIIICTCS HA OCHOBAHUU PsiIa YTBEP>KIECHHBIX

PYKOBOJMTENIEM HMHCTPYKIMI pEriaMeHTUPYIOIIMX 00pabOTKy MepCOHABHBIX

naaubix B UCIIH.
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JocTyn K NepcoHAJBHBIM JJAHHBIM

BHyTpenHuii poctyn (AOCTyn BHYTPUM OpraHU3alMH) OINPEAENSIeTCs
IIEPEYHEM JIML, HUMEIIIUX JOCTyH K IIEPCOHAIBHBIM JaHHBIM 3asiBUTEIIEH,
OIpPEAENSIETCS MPUKA30M PYKOBOIUTENS.

Buemnuit gocryi:

K 4umcay MaccoBelIXx NOTpeOMUTENEHl MNEPCOHAIBHBIX JaHHBIX  BHE
OpraHu3allid MO>XHO OTHECTH TOCYAapCTBEHHbIE ()YHKIIMOHAIbHBIE CTPYKTYPHI:
HAJIOTOBBIE HWHCIIEKIIMHM, IPaBOOXPAHUTENIBHBIE OpraHbl, OPraHbl CTATHCTHKM,
BOEHKOMATBbI, OpraHbl COLMAJIBbHOTO CTPAXOBaHUA, IEHCHOHHbIE (HOHIBI,
NO/Ipa3/ieNIeHUs MyHUIIMTIIAIbHBIX OPraHOB YIIPABJICHUS;

Han3opHo-KOHTpOJIbHBIE OpPTaHbl UMEIOT JOCTYIl K MH(QOpPMAIMHU TOJBKO B

chepe cBoei KOMIIETEHIINH.

IIpaBa 00513aHHOCTH M OTBETCTBEHHOCTH CYy0ObEKTA NMEPCOHAIBHBIX
JAHHBIX

3aKkperieHue MpaB CyObEKTOB MEPCOHATBHBIX JAHHBIX, PETJIAMEHTHUPYIOIINX
3alUTY €ro IEpPCOHAJbHBIX JIaHHBIX, O0OECIEYMBAET COXPAHHOCTb TOJHOW U
TOYHOW MH(OPMAIUU O HEM.

B nensx 3amuThl NepcOHAbHBIX TaHHBIX UMEIOT IIPABO:

- TpeOoBaTh MCKJIIOYEHUS WM HCIPABJICHUS HEBEPHBIX WU HEMOIHBIX
NEPCOHANBHBIX JAHHBIX, Ta CBOOOAHBIA OECIUIATHBIA JOCTYH K CBOUM
NEPCOHANIBHBIM JTAHHBIM, BKJIIOYas MPaBO Ha MOJYyYE€HHE KONMUU HOBOM 3aIluCH,
coAepKaller NepCOHAIbHBIC JTaHHbIE;

- ONpEeleNsiTh CBOMX NpPEICTaBUTENICH IJis 3allUThl CBOMX MEPCOHANBHBIX

JTAHHBIX HA COXPAHEHME U 3aILUTY CBOEH JIMYHOMN TalHBI.
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IIpaBa 00A13aHHOCTH M OTBETCTBEHHOCTH ONEPATOPA MEPCOHATIBHBIX
JAHHBIX

[lepconasibHasi OTBETCTBEHHOCTh - OJHO W3 TJABHBIX TpeOOBaHUN K
opraHu3anuu (yHKIIMOHUPOBAHUSI CUCTEMBI 3allUTHI MEPCOHATBHON MHGOpMAaIIIH
u o0s3aTeNbHOE yeioBHUe oOecieueHust 3PPEKTHBHOCTH 3TON CHCTEMBI.

Opunuueckne u ¢usMyeckue U@, B COOTBETCTBUM CO CBOUMH
MOJIHOMOYMSIMU BJIQJICIONINE O TpakKJaHaX MOJy4yalollue U HCIOIb3YIOUUE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBMM C 3aKOHOJATEILCTBOM Poccuiickoi
denepaniiid  3a HapyIICHHE peXUMa 3allUThI, OO0paOOTKM W  TOpsIKa
MCIIOJIb30BaHUs ATOM nH(pOpMaLIIH.

PykoBoauTtenb, paspemiaronuii  JOCTYN COTPYJHHMKAa K JIOKYMEHTY,
coJiepKallieMy TIEpPCOHAJIbHBIE CBEJACHUS 3asBUTENICH, HECET MEePCOHATBHYIO
OTBETCTBEHHOCTb 3a JIAHHOE pa3peIlIcHHE.

Kaxnprii coTpyaHUK OpraHu3aldy, MOJydYaromuid Ajis paboThl JOKYMEHT,
coJlep Kalluii TIePCOHATbHBIE JaHHBIE HECET €IUHOJMYHYIO OTBETCTBEHHOCTH 3a
COXPaHHOCTh HOCUTENS M KOHPUICHITUATHHOCTh HH(POPMAITHH.

Jlomyck K TepCOHAIbHBIM JIaHHBIM 3asBUTENECH JPYTrUX COTPYIHUKOB
paboroaaresnss, HE MMEIOUIMX HaJUIeKaluM 00pa3oM O(QOPMIEHHOTO JOCTYIa,
3amnpernaeTcs.

[lepenaua (0OMeH U T.J1.) IEPCOHAIBHBIX JAHHBIX MEXIY MOAPa3ACICHUIMHU
OCYIICCTBJISCTCS TOJBKO MEXAY COTPYOHUKAMH, WMMEIONIUMH JOCTYIl K
MIEPCOHAIILHBIM JTAHHBIM 3asBUTETICH.

3a HEUCINOJHEHUE WM HEHAJJIeKallee HCIOJHEHUE PaOOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX Ha HEro OO0sS3aHHOCTEW MO COOJIOJACHUIO YCTAaHOBJICHHOTO
nopsiika padoThl CO CBEJEHUSMH KOH(DHICHIIMATILHOTO XapakTepa paboTonaresh
BIIpaBE MPUMEHATH NpeaycMoTpeHHble TpynoBeiM KojekcoM mucCIumInHApHBIC

B3bICKaHMAI.
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14  OcoOenHocTH 00padOTKH MEPCOHAIBHBIX JAHHBIX 0€3 HMCIO0JIb30BaHUA
CpeACTB aABTOMATHU3AIUHA

[Ipy  HeaBTOMATHU3MpPOBAaHHOW  OOpabOTKE pA3NUYHBIX  KaTeropui
NEPCOHANBHBIX JIAHHBIX JIOJDKEH HCIIOJIb30BAThCA OTICIbHBI MaTepHUalbHBIN
HOCUTENb I KKJOW KaTErOpUH IEPCOHAIbHBIX TAHHBIX.

[Ipy HeaBTOMATHU3MPOBAaHHONW 0OpPaOOTKE NEPCOHAIBHBIX JAHHBIX Ha

OyMaXKHBIX HOCUTEISX:

- He Jomyckaercsi ¢ukcauus Ha  OJHOM OyMa)kKHOM HOCHUTENE
MEPCOHANBHBIX JaHHBIX, eI 00pabOTKM KOTOPBIX 3aBEAOMO HECOBMECTHMBI;

- IEepCOHAIbHbIE JaHHbIE JIOJDKHBI 000COONATBCS ~ OT  WHOM
uHpOpMallMK, B YaCTHOCTU MyTeM (PUKCALMU WX Ha OTICJIBHBIX OyMa)KHBIX
HOCHUTENISIX, B CHEHUANbHBIX pa3jenax Wiu Ha ToJisix popM (G1aHKOB);

- JOKYMEHTBI, COJepralllie MepCOHaNbHbIE AaHHbIE, (OPMUPYIOTCS B
Jena B 3aBUCUMOCTH OT L€ 00paOOTKU MEPCOHATBHBIX JaHHBIX;

- Jena C JOKYMEHTaMH, COJEp>KAIlMMHU TMEpPCOHAJIbHBIE JIaHHBIE,
JOJDKHBI MMETh BHYTPEHHHE  ONUCH  JOKYMEHTOB C YKa3aHHEeM IeJiu
00pabOTKU M KAaTErOpUH NMEPCOHATBHBIX JAHHBIX.

JIOKyMeHThl ~ (HOcUTeNId  HMH(pOpPMAIUHU), COJAEpXKalllue MepCOHAIbHbIE
JaHHbIE, JOJDKHBI XPAHUThCS B CIHY)KEOHBIX  TOMEIICHHUAX B HAJEKHO
3anMpaeMbIX U OMNeYaThiBaeMbIX IKadax (cerdax).

VHUUTOXKEHHEe WM  O00€3JIMYMBAHUE YaCTH MEPCOHAIBHBIX JIaHHBIX,
€ClId  3TO JIOMYCKAeTCs MaTepUANBbHBIM HOCHUTEJIEM, MOXET IPOU3BOIUTHCS
cocoO0OM, HCKIIOYAIONIMM JajbHEiIyt0o o00pabOTKy 53TUX  MEPCOHAJIbHBIX
JTaHHBIX, C COXPAHEHHEM BO3MOKHOCTH 00paOOTKM UWHBIX  JaHHBIX,
3a(pUKCUPOBAaHHBIX HA MaTepHATLHOM HOCHUTEIE.

[Ipu  HecoBMecTuMOCTH Iieneld OOpaOOTKM MEPCOHAIBHBIX JAHHBIX,
3a(pUKCUPOBAHHBIX Ha OJTHOM MaTepUalbHOM  HOCHUTENE,  €ClU

MaTepI/IaHBHHﬁ HOCHTCIJIb HEC IIO3BOJIACT OCYIICCTBJIATD o6pa60TKy
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MEPCOHANIBHBIX JaHHBIX OTJACABLHO OT JPYruxX 3a(UKCUPOBAHHBIX HAa TOM
K€ HOCHUTEJE TIEPCOHAJIBHBIX JaHHBIX, JOJDKHBI OBITH MPUHATHI  MEPBI TI0
o0eCIieueHnI0 Pa3febHON O00pabOTKH TMEePCOHAIBHBIX TaHHBIX, B YACTHOCTH:

- Tpu  HCOOXOJWMOCTH  HCIOJIb30BAaHUS WM PACIPOCTPAHCHHS
OTIPEJICIICHHBIX MMEPCOHAIBHBIX JAaHHBIX OTACIHLHO OT HAXOIAIIUXCS Ha TOM
K€ MaTepHaJbHOM HOCUTEJIC JPYTrUX TEPCOHAIBHBIX JaHHBIX OCYIIECTBIISCTCS
KOITMPOBAaHUE TIEPCOHAIBHBIX JaHHBIX, MOJJICKAIIMX PACHPOCTPAHCHHUIO WM
WCITOJIP30BAHUIO, CIIOCOOOM, HCKIIFOYAIONINM OJHOBPEMEHHOE  KOIHMPOBAHUE
MEePCOHAIBHBIX  JAHHBIX, HE  MOICKAIMMX  PACHPOCTPAHEHHUIO U
WCITOJIb30BAHUIO, M HCIOJB3YeTCA (paclpOCTPaHAETCS) KOMHUS IEePCOHATBHBIX
JAaHHBIX;

- IpU HEOOXOJUMOCTH YHHYTOXKCHHMS WM OJOKUPOBAHHMS 4YacTH
MIEPCOHANILHBIX JaHHBIX YHUYTOXKACTCA WU  OJIOKHPYETCS MaTepHabHBIN
HOCHUTEIb C MpPEABAPUTEIBLHBIM KOIMMPOBAHUEM CBEJICHHUM, HE IOJIC)KAIINX
YHUUYTOKECHUIO 1581071 OJIOKUPOBAHUIO, CIT0CO00OM, HCKJTIOYAIO MM
OJTHOBPEMEHHOEC  KOMHMPOBAHWE  TEPCOHANBHBIX  JAHHBIX, ITOJJICKAITUX
YHUYTOXXCHUIO WM OJIOKUPOBAHUIO.

YTOYHEHHE TEPCOHANBHBIX  JaHHBIX  TIPH OCYIIECTBIICHUN 170:¢
00paboTKku O€3 MCIOJIB30BAHMUS CPEJICTB aBTOMATH3AIMH TPOU3BOJAUTCS IyTEM
OOHOBJICHHSI WJIM W3MEHCHMs JaHHBIX HAa MaTepHAJIbHOM HOCHTENE, a CCIH
3TO  HE JOMYCKAETCSI TEXHUYECKHMMH  OCOOCHHOCTSIMH  MaTe€pHaIbHOTO
HOCHUTENS, TyTeM (UKcaluiu HAa TOM K€ MaTEPHAILHOM HOCHUTENIe CBEICHUMN
O BHOCHMBIX B HHX HW3MEHEHHUSAX JIMOO TyTEeM W3TOTOBJICHHS  HOBOTO
MaTepHATbHOTO HOCUTENSI C YTOYHCHHBIMH TEPCOHATBHBIMHU JTAHHBIMHU.

O0paboTKa MEepCOHATBHBIX JTaHHBIX, OCYIIECTBIsIEMass 03 MCIOIb30BAHMUS
CPEIICTB aBTOMAaTH3allMH, JIOJDKHA OCYIIECCTBIATHCS TaKUM 00pa3oM, 4TOOBI B
OTHONIECHUH KaXKI0M KaTerOpuu MEePCOHATBHBIX JAHHBIX MOXKHO OBLIO OMPEIEIHUTh

MeCTa XpaHEHHUsI TMEePCOHANBHBIX JAHHBIX (MaTepualdbHbIX HOCHUTENEH) U
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YCTaHOBUTH MEPEUYECHb JIUII, OCYIIECTRISIOMMNX 00pabOTKY MePCOHATBHBIX JIaHHBIX
100 UMEIOIIUX K HUM JJOCTYII.

[Ipu xpaHeHUn MaTepUaIbHBIX HOCUTENEH JOJHKHBI COOMIONATHCSA YCIIOBUS,
00€eCIeYnBaOIINE COXPAHHOCTh TMEPCOHANBHBIX JAHHBIX U HCKIIOYAIOIINe
HECAHKIIMOHUPOBAHHBI K HUM JOCTYIN. XpaHEHHE TMEpPCOHAJbHBIX  JaHHBIX
(MaTepuadbHBIX  HOCUTENEH), o00pabOTKa KOTOPBIX  OCYIIECTBISECTCS B

Pa3INYHbIX LOCIIAX HOJIKHO OBITH Pa3aACIIbHBIM.
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15 O:xupaembliii 3¢ dexT ot peanuszauun Ilonoxenus

Peanuzanust [Tonoxenus 6e3onacuoctu [1/1n B UCIT/IH mo3BoauT:

— OLEHUTh cocTosiHue Oe3omacHocTH uHpopmanuu WCII/H, BBISBUTH
MCTOYHWKY BHYTPEHHUX W BHEIIHUX YIpo3 HH(POPMAIMOHHOM
0e30macHOCTH, ONPENECTUTD MPUOPUTETHBIC HaIpaBJICHUS
MPEIOTBPAILCHUS, OTPAKECHUS U HEUTpaAIU3allul 3TUX YTPO3;

— pa3paboTaTth pacHnopsiAUTENbHBIE W  HOPMATHBHO-METOJUYECKUE
NOKyMeHTBI TpuMeHuTeNnbHO K MCII/IH;

— mpoBecTH kiaccudukanuio u ceprudukanuo UCIIH;

— TMPOBECTH OPraHU3AIMOHHO-PEKUMHBIE U TEXHUUYECKUE MEPONPUSITHUS
o o6ecneuenuto 6ezomacHoctu [1/1a 8 UCIIH;

— o0ecreuynTh HEOOXOIWMBIH YpPOBEHb 0€30MacCHOCTH  OOBEKTOB
3alUTHI;

— pa3paboTath  METOAMYECKHE  JIOKYMEHThI MO  pa3MElICHHUIO,
000pYyIOBaHUIO U OXpaHE MOMEIICHUH, T/Ie XPaHATCS MEPCOHAIBHBIC
JTaHHBIC, 10  XPAHCHUIO TIEPCOHANBHBIX JIAHHBIX Ha OyMa)KHBIX
HOCUTENAX W TMOPSAIKY paOOThl HUCIOIHUTENIEH € MNEPCOHATBHBIMU

JAHHBIMHU Ha OyMaKHBIX HOCUTEIAX UH(GOPMAIIHH.

Ocy1miecTBiIeHHE DJTHUX MEPOINPHUITHH 00eCHEYUT CO3JaHHue EIUHOM,
IIEJIOCTHON M CKOOPAMHUPOBAHHOW CUCTEMBbI MH(POPMAIIMOHHON 0€30MacHOCTH U

CO3acCT yCJIOBHU:A OJIA €€ JaJIbHEMIIIETO COBCPILICHCTBOBAHMA.
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16 CIHCOK MCII0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-NIPABOBBIMH " MeTOAUYCeCKUMM
JOKYMEHTAMH, HA KOTOPBbIX 0aszupyercs HacTosiee IloJio:kenne ABJIAOTCA:

®enepanbublii 3akoH or 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
naHHbeIX» (manee — D3 «O mnepcoHANbHBIX JIAHHBIX»), YCTaHABIMBAIOIIUNA
OCHOBHBIE€ TPUHLHUIIBI W YyciaoBus o0pabotku IIJIH, mpaBa, oOs3aHHOCTH W
OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIECHUM, CBSI3aHHBIX ¢ 00padoTkoit [1]1H.

«TpeboBaHus K 3alUTe NEPCOHAIBHBIX JaHHBIX NpPU UX 0O0paboTKe B
WH()OPMAIIMOHHBIX ~ CHUCTEMAax  MEPCOHANBHBIX  JAHHBIX»,  YTBEPIKICHBI
[Tocranosnennem [IpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«Ilonoxxenre 00 OCOOEHHOCTSIX OOpPabOTKM NEePCOHANBHBIX JaHHBIX,
OCYUIECTBJISIEMOIl 0€3 HCIOIb30BaHUS CPEJICTB aBTOMATH3aLMN», YTBEPKIECHHOE
[Tocranosnennem [IpaBurenscta P® ot 15.09.2008 r. Ne 687.

[ToctanoBnenue IlpaButenbctBa Ne 211 or 21 mapra 2012 roma «O6
YTBEPKIACHUM TEPEUHs] Mep, HANpPaBIEHHBIX Ha O0OEClEeYeHHE BBINOJIHEHUS
o0s13aHHOCTEH, npeaycMoTpeHHBIX D3 «O nepcoHaNbHBIX JaHHBIX» U MPUHATHIMU
B COOTBETCTBUM C HHUM HOPMATUBHBIMU IPaBOBBIMH aKTaMH, OIEpaToOpaMu,
ABJISIFOIIIMMUCS TOCY/IAPCTBEHHBIMU UM MyHULIMIAIBHBIMU OPTaHAMI).

«TpeboBanusi K  MaTepUATbHBIM  HOCUTENISIM  OMOMETPUYECKUX
NEPCOHANBHBIX JAHHBIX M TEXHOJOTHUAM XPAaHEHHMs TaKUX JaHHBIX BHE
UHPOPMAIIMOHHBIX ~ CHUCTEM  MEPCOHAIbHBIX  JaHHBIX»,  YTBEP)KICHHbBIC
[Tocranosnennem IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOMYEeCKHE JOKyMEHThl DefepaqbHON  CIIyKOBI 110
TEXHUYECKOMY M JKCIIEpTHOMY KOHTpoito Poccuiickoit ®enepauuu (nanee -
OCTOK Poccun) nmo obecneuenuto 6eszomacHoctu IIJIH mpu ux oOpaboTke B

WUCITx:
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bazoBass mojnens yrpo3 0€30MacHOCTH TNEPCOHAIBHBIX JAHHBIX MPU HUX
0o0paboTke B HMH(OPMAIMOHHBIX CHCTEMaX IEPCOHAIBHBIX JaHHBIX, YTB. 3aMm.
pykoBoaurenss PCTIOK Poccun 15.02.08 r.

MeTonuka omnpefeneHusl aKTyalbHbIX YIpo3 0€30MacHOCTH MEepCOHATBHBIX
JaHHBIX TpU HX 00paboTke B HMHQPOPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JNaHHbIX, YTB. 3aM. pykoBoautess ®CTIOK Pocecun 15.02.08 r.

[TIpukaz ®CTIK Poccum Ne 17 ot 11 despans 2013 rogma «O6
yTBepxkaeHun TpeOoBanuii o 3amure wuWHGOPMALUM, HE COCTAaBISIONINX
rOCyJIapCTBEHHYIO TailHy, COAEpKAIIUXCS B TOCYAAPCTBEHHBIX MHPOPMAIIMOHHBIX
CUCTEMAX»

[Tpuka3z ®CTIK Poccun Ne 21 ot 18 dpeBpans 2013 roga «O06 yTBepkaeHUn
CocTraBa U coliepKaHusl OPraHU3ALMOHHBIX U TEXHUYECKUX Mep MO 00ECIEYEHHIO
0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX NMPU MUX 00pabOTKe B HMH(POPMALMOHHBIX
CUCTEMAX MEPCOHAIBHBIX JAHHBIX).

[Tpuka3z denepanbHol cimyx0b1 6e30macHocTH Poccuiickoit denepanuu OT
10 wiona 2014 1. N 378 «O0 yrBepxkaeHun CoctaBa UM COAEpKaHUs
OpPraHM3allMOHHBIX M TEXHUYECKUX Mep Mo obOecrneueHuto 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B HUH(GOPMAIIMOHHBIX CHUCTEMAax
NEPCOHAIBHBIX JaHHBIX C UCIOJIb30BAHUEM CPENICTB KPUNTOrpadhUIeCcKOil 3alUThI
uHpOpMaIuu, HEOOXOAUMBIX ISl BHIIIOJIHEHUSI yCTaHOBJIEHHbIX [IpaBuTenbcTBOM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3alllUTe TMEPCOHABHBIX JAHHBIX JIJIs

KaXXJ01ro u3 ypOBHeﬁ 3allIUIICHHOCTH .

3aMeCTUTEIb PyKOBOJINUTEIIS
10 OpPraHU3aIUU TOCYAAPCTBEHHON AKCIIEPTU3bI
B.O. [Tumynun



